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syslog B—EL#—EERLASHNG, CHERTIERTIFHAENBLER L. FHATIR#EE
ARG, SRTENREER S EEMHE] stdin 3¢ stderr,

fEA syslog B, —RRBEXEMIS: syslog FIRHIES syslog EEK

1.1 syslog SF#Fi#iE

syslog SFIFHIERTHA—EIEHE, E—RILIB—IMEIEIR (sock perav) FEBIHY Unix IHERE
F (Unix domain socket) , FHEIRGFZE /dev/iog (RRINAATTESEARR) o NRZHW
(EINEE, TRIEEE=EIE— UDP BT, HRHEIRO 514, _syslog FIRHIEMNXLEERT
FIEIEEEERE, AEBREIIRENBEMUE XU, B0F)..

EEREE ubox BY logd. busybox.fY systogd. syslog-ng &bz syslog SFHF#HIZER ARSI,

1.2 syslog ER%X

[ B EERBITENE B Ri1EEl syslog SHIF#EHTE, MEEEN Unix HEEZEFRERREE sys-
log SFIFHEHENRER, MENBUESBIZIEAR systog EKIEL:

#include <syslog.h>

void openlog(const char *ident, int option, int facility);
void syslog(int priority, const char *format, ...);
void closelog(void);

syslog W BREFEXERN, 28IE— Unix EEF, HiEEE syslog SFIF#HEDN
Unix HEZFHENRER L. XMEREF—BEFRHTH, BI#EFELIENIE. NAERBE
MEN#IEF opentog M closelog (XM MR ARHNEIRARN) , NRAERXAA, TF—
RIRR systog RS S BEIRTAMIB opentog , HEERGHMEBETNKHAS syslog FIFHIZRE
ERXHEATF, HEHFRINER closelogo

LX—F%_%%%UHEH, Eﬁéﬁﬂ"]ﬁ%%% syslog E"J man %ﬂﬂo
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1.2.1 openlo

g()

o ident ZEYSWARMIE—FHEHTERD, —RAEFHNEZF,

e option SEZRLITHIE, FIEIHIRIE (OR) LEZFZ option:

#& 1-1: openlog() BY option &

option iREH

LOG_CONS HHELEET Unix HEEFIEE syslog FIR#E, WEERmEBE
console

LOG NDELAY IZBMTHZE syslog sFiFi#12 Unix IERFHER, FEFINE—RIAA
syslog BRIEREY A B & (BERATEREE R systog I RILE
)

LOG NOWAIT AEFFETRHESITABTIREFAIREZIENF#HIE (GNU C EFRAF
=eIEF#HE, FEIZATE Linux PASEER)

LOG_ODELAY LOG _NDELAY 4K, EFE—RIEMA systog REMATAFRIIERE (XERR
INB1TA, FIURERIEE Z%ED)

LOG PERROR R HTER LS stderr

LOG_PID E8FETEEHRARMLE#H#E ID

o facility SEATIRE SRINABRREFHILIEEE, NEEM systog TPAEE —MLHERIEIME,
ZEHNFERNZIL syslog SFF# AT LIBEEE XXM ARISHERNATERMX S
WIE, NMERNARERSEIER openlog, AR facility S8R 0, IEIAA syslog BY
facility YEA priority S¥BI—BR L #HE

#& 1-2¢ openlog() Y facility %

facility iﬂ.ﬂﬁ

LOG _AUTH Z2/MERER

LOG AUTHPRIV Z2/BNER (FAR)
LOG_CRON EE?*E%E@??F&*E (cron 0 at )
LOG DAEMON RBTIFHIZ

LOG_FTP FTP FiPiEiz

LOG_KERN NiZER (TEEIAF TEHE~ )
LOG LOCALO E LOG LOCAL7 {REmH7HbfERA

LOG LPT TATENNL RS

LOG_MAIL HR R R

LOG NEWS USENET M&EHBERS

LOG SYSLOG B syslog FIFHIZERIB=ERVES
LOG USER ERNAREES (BN
LOG_UUCP UUCP &%
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1.2.2 syslog()

priority 2 AILLE FEREIM facility STEM level BIEE, level IR MEEMRMKRHF
mr:

® 1-3: level &%

level {E iHEH

LOG_EMERG 0 £¥2 (R#EFRAH) (REMER
LOG ALERT 1 AT EIREATE

LOG_CRIT 2 TERER (WMEFREHE)
LOG_ERR 3 WHEER

LOG WARNING 4 Z&£1E5R

LOG NOTICE 5 [EREEENER RUAE)
LOG_INFO 6 BEER

LOG DEBUG 7 BERAER (REMER

1.3 rotate (¥%7#/%%%)

REHM&EEZIL syslog SFFHEZREZIMBERESHMENEENXXHF, BEASHIES, X
RNERETER, AT &8EBAEX A RFEESEEH, FE2RHEBEXHNR/NAHRERTERE
T, ZIRERTA rotate (BF/ALEE) o

rotate FISCI—ARINT: fRIK syslog FHFEEKBES NEIXH /var/run/messages, H
messages XHFK/NBTIZEEN, =¥ /messages PHAEEEFREIFNOXHES (RIREF
73 messages.0) , AFET messages AR ; HT—R messages XHFHNANXBIIZE
BEiY, 2BE—Xf messages FRIABREN messages.0, messages.0 FEEHNABNRE
79 messages.1l. ML =T R ZEMIETE messages. messages.0. messages.1.
..« messages.n JIMNXH, —RIZE n WRAE, B ZENHEXGRSEMBR, MR
HI B E S BRI KN,

BT LB1TRE AL rotate, BILAERAEITIB TR togrotate, FIMNE—LE syslog FiF#
ERRILB® A rotate AITHEE, %0 ubox BY logread « busybox HY systlogd o

WRAFRE © BseEREROERAE. RE—TNF 3
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2.1 ubox I H

ubox & OpenWrt T E#, T syslog ZFiH logd 5 togread BN TALI (LLABT 1ogread
Z ubox BCMEI, 5TFX busybox 12HE logread F2FE—1TIH)

H7XFW P LTEE OpenWrt REBW, BN IEER LBRTRESEKIT procd M ubus, BETERM
IR 1£3E procd init WHFEBETEE T Ao

fEF procd init B, EITEIEFHNBIZA /etc/init.d/log BELN, BEEWT:

#!/bin/sh /etc/rc.common
# Copyright (C) 2013 OpenWrt.org

# start after and stop before networking
START=12

STOP=89

PIDCOUNT=0

USE_PROCD=1
PROG=/sbin/logread
00M ADJ=-17

validate log section()
{
uci validate section system system "${1}" \

'log file:string' \
'log size:uinteger' \
'log ip:ipaddr'. .\
'log _remote:bool:1" \
'log port:port:514' \
'log proto:or("tcp", "udp"):udp' \
'log trailer null:bool:0' \
'log prefix:string'

}

validate log daemon()
{
uci validate section system system "${1}" \
'log size:uinteger:0' \
'log buffer size:uinteger:0'

}

start service daemon()
{
local log buffer size log size
validate log daemon "${1}"
[ $log buffer size -eq 0 -a $log size -gt 0 ] && log buffer size=$log size

IR © HiB2EREROBIRAR. RE—INF 4
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=

}

[ $log buffer size -eq 0 ] && log buffer size=16
procd open_instance

procd set param oom adj $00M ADJ

procd set param command "/sbin/logd"

procd append param command -S "${log buffer size}"
procd set param respawn

procd close instance

start service file()

{

}

PIDCOUNT="$(( ${PIDCOUNT} + 1))"
local pid file="/var/run/logread.${PIDCOUNT}.pid"
local log file log size

validate log section "${1}" || {
echo "validation failed"
return 1

}
[ -z "${log_file}" ] && return

procd open instance
procd set param command "$PROG" -f -F "$log file" -p "$pid file"
[ -n "${log size}" ] && procd append param command -S "$log size"
procd close instance

start service remote()

{

PIDCOUNT="$(( ${PIDCOUNT} + 1))"
local pid file="/var/run/logread.${PIDCOUNT}.pid"
local log ip log port log«proto log prefix log remote log trailer null

validate log section "${1}" || {
echo "validation failed"
return 1
)
[ "${log remote}" -ne O] || return
[ -z "${log_ip}" 1 && return

procd open_instance
procd set param command«"$PROG" -f -r "$log ip" "${log port}" -p "$pid file"
case "${log proto}" in

"udp") procd append param command -u;;

"tcp") [ "${log trailer null}" -eq 1 ] &% procd append param command -0;;
esac
[ -z "${log prefix}" 1 || procd append param command -P "${log prefix}"
procd close instance

service triggers()

{

procd add reload trigger "system"
procd add validation validate log section

start service()

{

config load system
config foreach start service daemon system

IR © HiB2EREROBIRAR. RE—INF
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config foreach start service file system
config foreach start service remote system

B DLZBI A =383T config load system REXACE, AEIBECEIE/ logd Fl logread BYEINSE, A

ABBRELTF XM /etc/config/system Ho

FEAFANIREATTSE OpenWrt FIE X4 Runtime Logging in OpenWrt & System

configuration /etc/config/system o

2.1.1 logd

logd (I E—PEE AN ring buffer FFFEEFKX) , AFREWREIINEE (8FRZNE
&) o ring buffer BIA/NET -s BEISE, FHEIAE /etc/config/system HIBY log buffer size

78RR, BN KBo

2.1.2 logread

logread FHFIREX logd B9 ring buffer WAR, HEHIIXGFH WL EWZEN S B

TCP/UDP E#7F) . EXFHNEIHNT:

Usage: logread [options]
Options:
-s <path> Path to ubus 'socket
-1 <count> Got only the last 'count' messages
-e <pattern> Filter messages with a regexp
-r <server> <port> Stream message to a server
-F <file> Log file
-S <bytes> Log size
-p <file> PID file
-h <hostname> Add hostname to the message
-P  <prefix> Prefix custom text to streamed messages
-f Follow log messages
-u Use UDP as the protocol
-0 Use \0 instead of \n as trailer when

using TCP

o E%Hﬁi’ logread ’%1%%@? ring buffer EPE"JE'E%?TEDH:}% (§'§1L‘,H: dmesg) o

o MLt -r MEHEHMIEITE, Hiad ring buffer PFHBIEE.

o fEM -F "slog file" AJFSERF AERBEIM— MR, -5 "stog size" EIFEEXMHHIA/), HAp

log file *ﬂ log _size %‘BE_W:T: /etc/config/system qjiﬁﬁflﬁﬁo

(KMERIMEBHHE rotate HIf

BE, 4 log file FIA/NEBIT 1og size BY, 2ME “.0” BEEEFIIR—TMERT, RWARRE—
PHEEXYE, BRANEEEREREFES—HNHEEEX . )

WRAFRE © BseEREROERAE. RE—TNF 6
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2.2 busybox T A

busybox E%E_E:b syslog Iﬂ, _HQFHZ-éUE’JIEjU syslogd « klogd *ﬂ logread (lttﬂ‘ﬂ’g logread
5 EXH ubox B togread FER—TIH) , i FE menuconfig B “System Logging
Utilities” To

[EXX busybox #XHABIHET 1.27.2 fRAHITER,

2.2.1 syslogd

busybox E"J syslogd FH:_F'L;HY /dev/1log ':F'E’f] E|::|5, #)%E#%ﬁiii%@]ﬁdfh %?P\]ﬁqﬂﬂ’ﬂ circular
buffer MEEFEMNE, BEEFHEEEMN rotate IHEE,

EXFFRFIERIE menuconfig FHEITECE, KB MEILE LR EXFRNETIT:

Usage: syslogd [OPTIONS]

System logging utility
-n Run in foreground
-R HOST[:PORT] Log to HOST:PORT (default PORT:514)
-L Log locally and,via network (default'is network only if -R)
-C[size kb] Log to shared mem buffer{(use logread to read it)
-K Log to kernel printkfbuffer (use dmesg to read it)
-0 FILE Log to FILE (default:| /var/log/messages, stdout if -)
-s SIZE Max size (KB) before rotation (default 200KB, 0=off)
-b N N rotated logs to keep (default 1, max 99, O=purge)
-L N Log only messages more urgent than prio N (1-8)
-S Smaller output
-D Drop duplicates
-f FILE Use FILE as config/ (default:/etc/syslog.conf)

o 5% “Rotate message files” (FEATURE ROTATE LOGFILE) Bl rotate IhaE, XIRZ
-s EE BEXHRIBREIARNEUR -b IEERTFZ WM ERFEF -

o 1% “Remote Log support” (FEATURE REMOTE LOG) BUAMSKZINEEN S, XM -R
*I:I -L iilﬁio

o 4% “Support -D (drop dups) option” (FEATURE SYSLOGD DUP) X[/ -p &I, =
FEANSHEENEERE, HMESEERSHEEFRAETEEEIAHER, HEAESFHMNEEES
ZEETEA, W “Jan 1 08:00:00 root: foobar” # “Jan 1 08:00:01 root: foobar” S#iAA
EREZFAENESE, REREHERNBEES SWEFE,
o 4¥M “Support syslog.conf” (FEATURE SYSLOGD CFG) Z#FEREEXH, FIAA /
etc/syslog.conf, ‘&Eﬁﬁﬁ -f ?E’iﬁfﬁﬂgj{1¢o EEEEEY#'FEP*E?E facility 5 1evel 1?;5%5@
HEREMERUE, fIFUOT:

IR © HiB2EREROBIRAR. RE—INF 7
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# RAERERWHEIXH /var/log/messages

*,* /var/log/messages

# BFIEREHLE console

*.,* /dev/console

# ¥ facility 7y LOG_KERN myHEHtE /var/log/kernel

kern.* /var/log/kernel

# ¥ facility 7 LOG_USER H level &7F LOG_NOTICE WHTHtHE /var/log/user
user.notice /var/log/user

5% “Read buffer size in bytes” (FEATURE _SYSLOGD READ BUFFER SIZE) BAF
%E systogd M /dev/log FIRERAABTH buffer X/, EMET REZBATHEENRAKE, B
HBIER D R E AT BT o

o 1M “Circular Buffer support” (FEATURE IPC SYSLOG) S¥[ -c[size kb] ¥EIT,
BTFEBEXEHRZARNEMW circular buffer A, ATLUEE togread REXH K, circu-
lar buffer B9 A/NBi@id “Circular buffer size in Kbytes (minimum 4KB)” (FEA-
TURE IPC SYSLOG BUFFER SIZE) #1788,

o 1M “Linux kernel printk buffer support” (FEATURE KMSG SYSLOG) ¥R -k i
M, AF¥AEHEE Linux A% printk buffer §, A& dmesq BN F,

o FIRM—LEEIN: -0 BFIEEEEFEEREIMI G, -s BFREEEES, &k host-
name. facility. level EWNE, RERGEEIE. #HIZRFURESHRNEE 7.

(D 5588

LEihR4E syslogd B -f . -C . -0 JLMEWMEMIIEER PR, TEREFER, HXBAVKRIBINT (F busy-
box/sysklogd/syslogd.c 8 timestamp_and_log F#{H) :

/* Log message locally (to file or shared mem) */
#if ENABLE FEATURE SYSLOGD| CFG

{
bool match = 0;
logRule t *rule;
uint8_t facility = LOG_FAC(pfri);
uint8 t prio bit = 1 << LOG PRI(pri);
for (rule = G.log rules; rule; rule = rule->next) {
if (rule->enabled facility priomap[facility] & prio bit) {
log locally(now, G.printbuf, rule->file);
match =
}
}
if (match)
return;
}
#endif

if (LOG PRI(pri) < G.loglLevel) {
#if ENABLE FEATURE_IPC SYSLOG
if ((option_mask32 & OPT circularlog) && G.shbuf) {
log_to_shmem(G.printbuf);
return;
}
#endif
log locally(now, G.printbuf, &G.logFile);

}

WRAFRE © BseEREROERAE. RE—TNF 8
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A MERETEEEXHMIFYEE (YRZ ENABLE FEATURE SYSLOGD CFG) , 7E i BYEC B X 4 7 ¥

SEEHEMUEEMERE return 7, FBERTEHSEREIH=ZAFXE TR
ENABLE_FEATURE_IPC_SYsLoc) SXEIZFRHBIENX Y (REHIBBA log_locally(now, G.printbuf, &G.
logFile)) HYFXED,

2.2.2 klogd

busybox 5] syslogd %5£E$§3EX§UW*EE"JEF5 %E\, ﬁlbﬁgﬁﬁ%gﬁﬁ klogd eI, EB1T syslogd
Z[FBIE1T klogd BIAT,

klogd ﬁﬂﬂ*ﬁﬁ,u\ﬂﬁﬁlﬁﬁﬂﬁﬂﬂ 1) L_l_ klogctl() ED 2) l_l_ /proc B :E'LX%-"I-'-‘F, o ﬁiﬁﬁ@ﬁ*ﬁ
JEA@id menuconfig F18Y “Use the klogctl() interface” (FEATURE KLOGD KLOGCTL)
HITIRE

klogd TEIRENBINZBEG, BB systog REGHERXRIZES syslog SFHR#HIZ,

(1] 3588

8% klogd 2fER openlog("kernel", 0, LOG_KERN) , {BEMESRRIERERE, 1L glibc 1 LOG_KERN TIRESHE R
59 LOG_USER , EILTEfER klogd FEEHPFETE, NIZBAEMN facility EaaEH user ik kern,

2.2.3 logread

busybox HJ tlogfead F§ FM systogd HERZEB circular buffer FEEAEEE, €
FE syslogd BT £ crsize ko]l T, HEFEXAZFREX G M (FEA-
TURE_SYSLOGD CFG) ,

2.3 syslog-ng

syslog-ng =& Syslog SFIF#HEMNX —HLI, ©ERBHAKET ubox I busybox, B— I
MR BRE. EXFEANEENERED, AJLUYHEFHFTEARIENLIE,

syslog-ng NEEXH N /etc/syslog-ng.conf , FHANEETSEEAXM httpS!//WWW-
syslog-ng.com/technical-documents/list/syslog-ng-open-source-edition , TEE— %

FEERFF:

@version:3.9

options {
chain hostnames(no);
create dirs(yes);
flush lines(0);
keep hostname(yes);
log fifo size(256);
log msg size(1024);

IR © HiB2EREROBIRAR. RE—INF 9
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stats freq(0);

flush lines(0);

use_fqdn(no);

time _reopen(l); # EEMASEHFZIVMNEENRILEE (BAN 60 #

keep_timestamp(no); # FFREHEEEBFHNER, B syslog-ng WEZBENEEAREE
+

# EX— template, AJfEf template XWHEMNRILHRNAHITAIE
# FEATILH template WAXE, KRETHNER. BEXE (BRFEFE) URERES,
# MHLETFRANBEERSLTENS
template t without hostname {
template("${DATE} ${MSGHDR}${MESSAGE}\n");
}i

# EXBEH source, EINBEREAE
# EFRTM syslog-ng REBLUKIET Unix BIEREZEFEM /dev/log FKEXHE
source src {
internal();
unix-dgram("/dev/log");
}i

# M /proc/kmsg HIRENAZBIEE
source kernel {
file("/proc/kmsg" program override("kernel"));

};

# EXHAEM destination, EMEHEEEEWE
# AR TEASHEEIXHE /var/log/messages, FHEANINIENXH template EEEHZ
destination messages {

file("/var/log/messages” template(t withouthostname));

1

# BEERHE console, HERAMNINIENXE template EEENH
destination console {
file("/dev/console

template(t without hostname));
}i

# EX log, BTREEWLE source WAKIXEML destination
log {

source(src);

source(kernel) ;

destination(messages);

destination(console);

};

BHEHITM L syslog-ng BITIIETT syslog-ng, TERE— procd X BEHHIZAH]F:

#!/bin/sh /etc/rc.common
# Copyright (C) 2006-2016 OpenWrt.org

START=50
STOP=99

USE_PROCD=1

start service() {
[ -f /etc/syslog-ng.conf ] || return 1
procd open instance
procd set param command /usr/sbin/syslog-ng

IR © HiB2EREROBIRAR. RE—INF
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procd close instance

}

stop service() {
/usr/sbin/syslog-ng-ctl stop

}

reload service() {
stop
start

syslog-ng BB FHAREEF rotate FITHEE, TIERHIHEXHIK/), —HRE2BIT 1ogrotate IETT
YR E RIS SCI,

2.4 logrotate

logrotate ® %[ JAF I HEXH#1T rotate TR, IFKASXHHTELSE BREIFRFER
Fhite

fEF logrotate BIEEN _LAIE XHFBIERTR, U0 logrotate /etc/Togrotate.conf , HCE X{FAYIEER]
2% https://jlk.fjfi.cvut.cz/arch/manpages/man/logrotate.8 o

BEAEREXHHFERA include TR ENBRRTENREXHEHEEHER, WNE /et
logrotate.conf ':F'bl]_t—/lﬂ include /etc/ltogrotate.d EJ@% /etc/logrotate.d E%TE’\]@EEY#F, ,57‘5
FEZER TR LRBARRNA. BE B SN E X #HITX 7, 7 ERRE

TR BSX A HETRREEENFF:

# 3R /var/log/messages WERE, HiESHNEBENNBES2EEE
/var/log/messages {

hourly # B/ TRE (ENERERHNF—/ R RINETT,

# BINRIZA daily. weekly FRINEREFAHLERSMITERK)
size 2M # XHEAT 2N A SEE
rotate 9 # 137 9 HELEREAEXH

olddir /data # WHEENHFHEXHEHFER /data BRT
createolddir # BHEBHAEXHHNEIRERFEENSEEIEIE
compress # AL AEXHETES (BHAFER gzip)
copytruncate # ERENWRABEXGHESN—PEEHETEHYE, NEREHNXHHRITERE;
# MAREEBRBEEXHEHEIBIRREZ, BREBESEXHN inode XELT,

AEEm:

1. BEXHINEEEN 0644 5 0444 , BN togrotate MITERIRB LA TR

error: Ignoring XXX because of bad file mode - must be 0644 or 0444.

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 11
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2. logrotate ZEEFRRMITEMEBHMNARER, HiEFiPHE, FSEEBEMTFIFEE (A0
crond ) /rf,ﬁﬂ;'%#l.?i’o TER /etc/crontabs/root E"J_/I\TJ_TWJ, it root Fﬁ)ﬂglﬁ 3 ﬁ%‘#*ﬁ?ﬁ_

R logrotate :

(*/3 * * * * /usr/sbin/logrotate /etc/logrotate.conf )

3. —Q%B?%EEEE% copytruncate , KﬁqFﬁﬁ_ﬁﬁﬁﬁ 89 syslog ?*FJ&*EEZ?%E¥E?TFEEY1¢E@%
4 (30 busybox B9 syslogd BUEBEMITABEXH) , BMERIA logrotate #H1T rotate BY
SEENREAEXGHITES R, BUE—I5REAEXGRZNTEXH, INAE
HEIABFHEEE inode RE, M syslog SFIF#HEEBHEIR(EIRAR inode, SHEEN
BT B ERBBE N,

4. FEEN copytruncate BRIFREMR rotate FHZFRIAIAZBIATREEEXHH KRN EHN
copytruncate BB AEXHER—PEHB#HIT rotate, ERRTEIFNESEERIEIEX
W, FEEMED rotate IEBWIETTEM.

2.5 logger

logger FBF7E shell A[E syslog TFIPERBREER, FRAZEEMUT echo 87!

((Logger "foobar" )

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 12
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LUTEXT AU syslog BEB NEIARM X HHRX—FRK, WARRE syslog 5R#ITXT L.

3.1 ubox logd + logread
e

) OpenWrt Jﬁiﬁ’r—ﬁ, *ﬁﬂ;ﬁﬂﬁﬂﬂﬂﬁﬁao
o BHERENAZBELUNEEM rotate IEE,

e R[ETF busybox B logread, ubox HY logread BIFIBYZ#FE HE S A FFM ring buffer A
EEYHERYINEE,

i 3=

o FIBERHIT procd 5 ubuso | (RN IER DXRENFR TEEAA)

e rotate NEEAXFFHATXAREFIHERBRT, BERRE—MHLEXH, TEEDE. (R
AN EERETA #HITHEXNIKE)

3.2 busyboxssyslogd + klogd
V=

e syslogd B rotate ek, EEREXMGEANBETZAI, MEARBEXHRXNESTELBITIGTE
B ER{E, &=, MWHIT rotate 1. AAXGR/NWICEREE NHERNINMEHTT, MIFR
—E VBT Bl E]fR# 1T, AIRIE#HTT rotate R HEXHA=BEH LIRERZ. BERANEANBEE
rotate Z2ER—#HIEPLI, NHEXHHITEGFERNEZEHZAT, F1EEFEH—14, &
TR A A= B RIPREI_E & logrotate BY copytruncate ABA K,

e syslogd RRIEESTEEFHTABHEXH, FREEOXHH inode 8%, FxAEISEIREEM
BREEXHE, INEEXHE TS EEEEANEE.

i 3=

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 13
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o syslogd ANB A SIKENANZ BERITNEE, FEEEIMNEIT klogd K2,

o syslogd AXIFEENHIZ. rotate BYE4ERINEE, BREKBEXHEZEFIE—TERT, £
EBTENX BIiREERE,

o BHEENIIXHHRBY /AR logreads

3.3 syslog-ng + logrotate

=W

e syslog-ng BB INAELLAGR A, AIEARFEMI BEHITENR. T8, BESHERNNZEE
BT EE,
e logrotate RESRILE A RIERY rotate Ihae, WMBEX BIRREE. EHAEXHF.

R

e syslog-ng ﬂxéﬂﬁii}:'ﬁm}t{#j(d\, ToiEEEl logrotate #H1iT rotate, HBEKH crond TP
ERAHIIAIT Logrotate , F EMNMELF HERIEKFREMNEHROERBTEEIR, SUNEH#E=EER
AEA%&EID\ £lﬁ0

,._.\j('ﬁ:EIJ inode 7r Bﬁ%t‘m?&&gs E?JH\U syslog-ng E_]-E\E /fIEE%iﬁJ,'%)\En_.\o .]J:l::

e logrotate EEACE N copytruncate , {1t rotate BIfE7E “EFINHE” X—I1E, WRFRNEFE
FEIBE—ENEKR, B rotate FIEEKK,
o FEETHEXHRENTEEEEMFREEXH, TEFEAXMUTENGS

(‘echo > /var/log/messages )
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4.1 Unix BEEFERIEN

syslog 2% Unix i#E#F (Unix domain socket) 523 IPC (Inter-Process Communica-
tion, HIZEPEE) , WIFER AF LocaL (BX AF uNIX) , REEZEFHEEIRFTR (sock STREAM
) BREIEIR (sock perav) , EEEAIFER, EFERH Unix HEZFBENTRED, MRITRE
—IREEERAXH T, BREN—mtAEXEE, FHIEPRIBRERES.

i, = syslog SFF#HZERNELERREZHIEITHENEKEY, SHNEAXEZXHT, BrEE
SRMHENER systog MEBINAEFHIMERE. MWAREFEIRITIIMEEEIR systog REFTRERIR
M, REELXTIHIMEER systog RELEITHTED, HARBEIANE SIRRUFNITIE.

XFEAX, WIZBEAZMNEZEFIREE X, WF Unix HEBIBIREET, MINXERFKE /proc
/sys/net/unix/max_dgram qlen M EE DX A/, BEEHNNGEIERERE. SHEIAMEN 10, 7
R sysctl HITEX:

((sysctl -w net.unixsmax_dgram_glen=XX )
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7t Tina A syslog

5.1 ubox BJ logd 5 logread

—M&M#EH procd init A RTFEHINELEXFN TR,

logd FH PACKAGE logd }&f, menuconfig FHIIE

make menuconfig --->
Base system --->
<*> logd

(<)

Tina Configuration
tem

................................... OpeHWrt syste
CONFIG_PACKAGE lngd
OpenWrt system log implementation
John Crispin =blogic@openwrt.org=
Symbol: PACKAGE_logd [=
en

Type : tristate
Prompt: logd. ... ..o i@ e

Location:
-> Base syste

m log implementation

Selects: 1 C bjson-c [=y] && PACKAGE_librt [=y] && \
PACKAGE_libblob j ibubox [=y] && PACKAGE_libubus [=y] && PACKAGE_libssp [=y] && \
PACKAGE libc [

5-1: logd EEEE

logread H PACKAGE_ubox #EfHt, menuconfig FRIIEN:

make menuconfig --->
Base system --->
<*> ubox

WA © BSEERERHERAE. RE—TF 16
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.contig - Tina Conftiguration

> Base system
UBOX. o e e OpenWrt system helper toolbox
CONFIG_PACKAGE_ubox:

OpenWrt system helper toolbox
John Crispin <blogic@openwrt.org=

Symbol: PACKAGE ubox [=y]
Type : tristate
Prompt: UboX. ..o ot e OpenWrt system helper toolbox

Location:

-> Base system

Defined at tmp/.config-package.in:1170

Selects: PACKAGE_ubusd [=y] && PACKAGE_libjson-c [=y] && PACKAGE_librt [=y] && PACKAGE_libpthread [=y] && \
PACKAGE_Llibssp [=y] && PACKAGE_libe [=y] && PACKAGE_libuci [=y] && PACKAGE_Llibubox [=y] && %\
PACKAGE_libubus [=y] && PACKAGE_ubus [=y]

Selected by: PACKAGE_block-mount [=y] && SYSTEM_INIT_PROCD [=y] || PACKAGE_fstools [=y] && \
SYSTEM_INIT_PROCD [=y] || PACKAGE_procd [=y] && SYSTEM_INIT_PROCD [=y]

5-2: ubox BECEE

ENTRFFNBEIZA /etc/init.d/log H PACKAGE logd $&fft; EEEI(ITF X /etc/config/system H1, 2R
'LAEEI PACKAGE base-files EI:ZEEﬁi\; %ﬁf@&gﬁkﬂ’ﬂﬁﬂﬁ, E_“«XT:E target/allwinner/<AE&ZF>/base-files/
etc/config/ Ei?ﬁ&%—ﬁiﬁ?ﬁ)‘(ﬂ’g system LX%%%ﬁi*E"JYﬁ:o

5.2 busybox 8 syslogd. klogd:5'logread

busybox B syslog ZEfE menuconfig RHIEN:

make menuconfig /~-->
Base system --->
busybox --->

System Logging Utilities --->

e L 7
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5-3: busybox EEEE R
HMERRNNEIESE 022 51, Ne
busybox 8 syslog T BRI, ﬂ¥ ZB1THRS.

make menuconfig
Administrati
<*> syslog-n

WA © BSEERERHERAE. RE—TF 18
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.contig - Tina Contiguration

> Administration

CONFIG_PACKAGE_syslog-ng:

syslog-ng reads and logs messages to the system console, log

files, other machines and/or users as specified by 1ts

configuration file.
http://www.balabit.com/network-security/syslog-ng/opensource-logging-system/
W. Michael Petullo =mike@flyn.org=

symbol: PACKAGE syslog-ng [=n]
Type : tristate
Prompt: SYSLog-Ng..uue et eeiia e snaasnnnnenrnnenns A powerful syslog daemon

Location:

-> Administration

Defined at tmp/.config-package.in:1297

Selects: PACKAGE libuuid [=y] && PACKAGE_libcurl [=y] && PACKAGE_libpthread [=y] && PACKAGE_glib2 [=y]
PACKAGE_libc [=y] && PACKAGE_libssp [=y] && PACKAGE_libpcre [=yl]

5-4: syslog-ng ECEE]

EB® A —4 procd XWANMZA (BN EV W) UR—DEEXHRESN (F=E5h
ENENHUE) , YT package/admin/syslog-ng/files BR o AIIUBZFREETEA systog-ng.
conf_example HENX—14 syslog-ng.conf FEVI\WIIHHAY /etc BFE To

5.4 logrotate

logrotate £ menuconfig FHIIE /.

make menuconfig --->
Utilities [--->

<*> logrotate
. > 7

.config - Tina Configur

R T — e
logrotate......ooouuuvnnnnnnnnn rotates, compresses, and mails system logs
CONFIG_PACKAGE_logrota
logrotate 1s designed to ea on of systems that generate large

numbers of log files. It allows auto-matic rotation, compression, removal and
mailing of log files. Each leg file may be handled daily, weekly, monthly or
when 1t grows too large.

https://github.com/logrotate/logrotate

Christian Beier <cb@shoutrlabs.com=

Symbol: PACKAGE_logrotate [=n]
Type : tristate
Prompt: legrotate.........uvvuiuunnnn. rotates, compresses, and mails system logs
Locatien:
-= Utilities
Defined at tmp/.config-package.in:54672
Selects: PACKAGE_libpopt [=n] && PACKAGE_libssp [=y] && PACKAGE_libc [=y] && PACKAGE_librt [=y] && PACKAGE_libpthread [=y]

5-5: logrotate EZ&E

EE%"E—{%E&%K# logrotate.conf , ﬁLLJ_r: package/utils/logrotate/files Ei_F, ‘%’Ef\jﬁ%)ﬂ@]
INIREY etc BR TS
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REXHFFE—LLREMNEED, HHZS include /etc/logrotate.d, FttBEXWEERIREE/
*ﬂﬁﬁdﬁﬁg /etc/logrotate.d Ei—F, #Lﬁ logrotate /etc/logrotate.conf Ej”%‘?&"ﬁfbﬂﬁﬁgu (‘;I%fj(f'—?
RANPREEH 0644 5§ 0444 )

MHER: WE
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E{E =R

WRAXFAE © 2021 HKiEEERHRHDBRATE. RE—TIF,

AN RNBEREERUERP, HEENEKELTRERRGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C 2*?4&\2".:\ *‘I’ *i C (=275

é)ﬂhﬁﬁéuﬂ&kﬁﬁm VBB EEMER. EAEERNTmPHRNEERS
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REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,
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