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OTA & Over The Air &M, FHi#EXMERITEMEMIRS 2 L FHERX NSRS
X HTHE, BFEFNERARRNERRSENNAURHEFN~ GRS, XNFEFAM
HBEEHREEE,

1.1 &5 BEH
FXEERSTFER Tina RETANS KBS, LEHEHEFEE Tina FAK OTA FERS

FHM R %K,

1.2 EAEH

Allwinner B4¥ & Tinao

1.3 EXAR

&M Tina FEB AKZFFMXC OTA B9HEX Ao

1.4 OTA 7%

1.4.1 recovery RFEHE

recovery RAARE, BEITRFZIN, IN— recovery RS, AR, TRFHEFLEK re-
covery R4, recovery RANFARERS

XFMRARFEREER, BAZHMIARNERERNXTNRYS. ERRNAEEHENRS,
BRERTERF R

—f% recovery RAAMEH intiramfs i, HABRIEAKENNA, RFZ OTA HEMI)
BE, 1B size R[]\

recovery RAHERMR:
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1. recovery R4AILUMISELE/N, & flash Fial,

recovery RAHRRR:

1. recovery RA—RAEEENA, Frl OTA g, & F recovery RAHES, TENAFIE
BIRHERS.

2. FEEFFWAR,

3. FELIPMDARECE, BIERSAM recovery R4,

1.4.2 AB ZAEHE

AB RFEHE, EREENRYS, BIN—7%. BN flash LE2HE AB MERSR. MERKLEH
K. OTA BY, ELHRIBITHNE A R, WHK B RE, ARTHRE, RENS, ERYILE B
A%, OTA BY, BHFNETHRE B &%, WHEK A &%, ALTRGE, &EMRE, EBRVIRE
A /%é Lo

AB R HERMLR:

1. EMEERAETBAGFHITHI EFRH AR EBRHRS, AR, KRAM—XEFH
A,

2. ZiEEE, REBE—Ro.

3. R#IF—ERGIECE,

AB R4 HERR

1. flash HAKRK.
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2.1 Xt5i5ER

S EEBNBUETE OTA A2 bootO/uboot,
AETEEBEHRIFENS:
OTA < F4% boot0 #1 uboot,

OTA #F4% boot0 #1 uboot By C/C++ APIs,

2.2 B2 ER

% 2-1: ota-burnboot Xl R1HBEER

A WiRA

boot0 BhEE, TEERARIAY dram HINEHE1T uboot, —RRAEE
o

uboot REREE, IIFKE, BRI, Ik key MEM—LLEFEFILAITIEE,

sys config sys_config =EFTEIMELERA; linux5.4 PARBESHE dtb,

dtb K&, B dts BBEF.

boot package.fex BLHEFIM uboot MEMNE, BEMNXEHEE X4
boot package.cfg JRE, —RZE/IEET uboot M dtb, AIEEXEE
bootlogo FX .

BD, AXANARFAL uboot, HEZFHLK uboot+dth XEFEHN—PMEEANMH, BXABXDEHN
uboot, ¥E#f sys_config, E# dtb, X/ MTETREEZEHR—NXHN, EAZFRMEHEF
—, BEAEER.

2.3 AT EHHB bin X

FREXATF OTA H boot0 5 uboot ¥ bin X, BFiIIAN OTA &4,
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2.3.1 Z®i%¥ boot0 uboot

NRERHEHERCRIZEZE E4IF uboot, MIEERIEE4EIR,

BN eI TS BRIFER uboot

$ source build/envsetup.sh
= KENRETE,
$ lunch dl-nezha
=> ¥EFdl-nazhahHx.
$ muboot
=> ¥ uboot,
$ mbootO
=> #Fi¥ boot0,

WiFE=B1THEN bin XHEIZFENERT, Bl

((device/config/chips/d1/bin

#RIFHAY bootO/uboot EABEE#EA T OTA, B4R IFMNITEE M, WHAT:

$ make -j <N>

=> FiFH<S, ER2EK bootd/uboot/sys config TEZH4F, Pkt
= HEXRT dts WEERIT, EMEIF.

$ pack

= DIARNITE®ZL,

2.3.2 X<FE#H boot0

—RRIBER THARE(EDK boot0, MEEIZEARMA boot0 AY bin XHENE],

2.3.3 Bin X2
2.3.3.1 A uboot2018 WIFRELHE

L d1 89 nezha HEHRH,
IRIBEXT N EAEN BRI bin,

bootO:

((out/d1-nezha/image/boot® nand.fex : nand AEFEAB boot0,dl-nezhafERALESIH,

uboot:

[out/dl-nezha/image/boot_package.fex : nand AEFEAM uboot,dl-nezhafEA L.

WRAFRE © BseEREROERAE. RE—TNF
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2.4 OTA A<

2.4.1 =¥ OTA AL <

4% boot0 5 uboot 43{EA ota-burnboot0 5 ota-burnuboot #%,
AN S EBE OTA H4% boot0 #1 uboot B9 C/C++ APIs Ry,

BYiFARINEE, EE %D ota-burnboot KIEL, B :

((Make menuconfig --> Allwinner  ---> <*>0ta-burnboot

2.4.2 ota-burnbootO

2.4.2.1 <R

[$ Usage: ota-burnboot® <boot0-image>

F+4k boot0, EH bootO-image & FRIGHIERRR,

2.4.2.2 {ERTRG

root@Tinalinux:/# ota-burnboot@ /tmp/boot0 nand.fex
Burn Boot® Success

2.4.3 ota-burnuboot

2.4.3.1 @<t

[$ Usage: ota-burnuboot <uboot-image>

F+4k uboot, Ef uboot-image = HIGAVERR,

IR © HiB2EREROBIRAR. RE—INF
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2.4.3.2 {ERRHG

root@Tinalinux:/# ota-burnuboot /tmp/boot package.fex
Burn Uboot Success

2.5 OTA A%k C/C++ APIs

BE XM OTA BurnBoot.h, f#fE libota-burnboot.so

2.5.1 int OTA burnbootO(const char *img path)

& 2-2: OTA burnboot0 EERER

BR¥EE!  int OTA burnbootO(const char *img._path);
S5  img path: boot0 FEE&REERE
IRENEER  0: FID; 3EE: KK

IheetEi® %S boot0

2.5.2 int OTA burnuboot(const char *img path)

Z 2-3: OTA /burnuboot R #i#EAE

BRFEE  int OTA burnuboot(const char *img path);
S8  img pdth:uboot HEEHEKRE
RENZER 0 BRIh; ES: KK

IhEEtEIR JRE uboot

2.6 KEEI

2.6.1 W{AMRIEL £ EH bootO/uboot

BIIRE 42, flash FEFEEARLE—% bootO/uboot, EXNEM £, BoliRnEEXHRKRKWFAER
StE M bootO/uboot #HITEEN, BEFRIEERILEERZIIEE, flash F2EFEELD—DRIEN
boot0/uboot,
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2.6.2 Nand Flash UBI FZXS2if

d1l-nezha fERLLFE
£ nand ubi AEH, boot0 —f&FKTF mtd0 #, uboot FHF mtdl A,

KEEFRRRTFZ 1 bootd A uboot, BrhEY, ME—MHBKRER, BRI —HTE
boot0/uboot #1TEA, X LREZHHE—NERED, REERBE mtd BY iotcl FEOXIE
EHfo

A BRTEE®E RS /dev/mtdx TR, BEW%ESE CONFIG MTD CHAR=y,

WRAFRE © BseEREROERAE. RE—TNF 7
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3.1 swupdate T4

3.1.1 &

SWUpdate —MFIRR OTA E5R, M T —MREFUVENGKEFHRARNRS LRV,

BHIRE:

((https://github.com/sbabic/swupdate )
BAXH:

((http://sbabic.github.io/swupdate/ )
FEF IR

((https://zgb-all.github.io/swupdate/ )
PEHEI= e =

[QEE tina/dl/swupdate-xxx.tar.xz , fREEHN doc BRTENALARAIRIE MRS, ]
1 XIeIn:

[ https://groups.google.com/forum/#! forum/swupdate ]

3.1.2 %155 tina BIEKED

%185 tina TBM T LATHER:

L& 7 package/allwinner/swupdate,

{AER busybox, FHINTHEE, 6@ make menuconfig Bk E,
0 patch, =#F 7T E# boot0,uboot,

INT BERThi A,

WRAFRE © BseEREROERAE. RE—TNF 8
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o IXINBDN progress EFEHE, WHEBEO, XEALENIITENHRESR, LRARAFENIE,
Al Xk, BFNAAE%E progress JRE, BITREGHEES.

o RINBEI— 1 HIZ swupdate cmd.sh, ATRTESE, LA swupdate, FIANTEFR
[E4ET,

3.2 BCE

3.2.1 recovery 2HENA

BIEAERA +recovery REVAT, MWEE— recovery R4,

recovery R R— 1% initramfs B kernel, XWHEE X4 2 target/allwinner/d1-
nezha/defconfig ota,

MREEIXH, FILUEEN defconfig 3 defconfig ota, BMEZERE.

3.2.2 RGIECEBRT

NFERYE, £

((make menuconfig )
FEEERFRERE:
( target/allwinner/d1-nezha/defconfig )

3¥F recovery &%, FA:

((make ota menuconfig )
FEEERREFE:
[target/allwinner/dl—nezha/defconfigfota ]

3.2.3 EALHM recovery #EER swupdate £

% L swupdate €,

(Allwinner --> [*]swupdate )

WRAFRE © BseEREROERAE. RE—TNF 9
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swupdate FIERERZM7IET, —REARINEER], FEMETUM—LFEE, sl
MLEEB 5o

swupdate &#ii%E+ uboot-envtools &, MREAFTEREE env 5 XBIINEE.

3.2.4 EZR%M recovery FIEEHR wifimanager daemon

NRBMMETFR, WFEEBhHRS BB,

—MILMARXE, FH wifimanager daemon ., HA, WRAF B STERI AN A & HEX
M, AR E LR

Allwinner
--> <*> wifimanager
> [*] Enable wifimanager daemon support
--> <*>  wifimanager-daemon-demo............... .. ..., Tina wifimanager
daemon demo

3.2.5 EEEEX RS

MU LERFINLNE, BEEE RN ERANFEZENE,

3.2.6 WIFERS

IE® make BIERE RS,
((make )

3.2.7 B2E& recovery &4

SF recovey R4, TEIXL ramdisk, FEINEINEER xz EHEARUTE flash =i,

make ota menuconfig
--> Target Images
--> [*] ramdisk
--> Compression (xz)

Itk recovery B4, #R4mi¥ recovery R4, EMEIE RS,

make ota menuconfig
--> Target Images
--> [*] customize image name
--> Boot Image(kernel) name suffix (boot recovery.img/boot initramfs recovery.

IR © HiB2EREROBIRAR. RE—INF 10
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img)
l ---> Rootfs Image name suffix (rootfs recovery.img) J

3.2.8 4Ri¥ recovery R4

BEBRIFER recovery R4, AIER:

( swupdate make recovery img )
HFLIAR:

(make -j16 TARGET CONFIG=./target/allwinner/d1-nezha/defconfig ota )
HIFEE:

(out/d1-nezha/boot initramfs recovery.img )

3.2.9 BCE env

uboot &M env P XEEUEEIMS, HIREBHMISKBNRT. RERIIEERF TEINEIE
env, BIAEHITR BN RS,

3.2.9.1 boot partition T&

1@IN— boot partition TE, AFIEEERMHNAZAERD X,
& env TEEE boot normal s, KEF/RMSIKIRII boot_partition TE,

BIM:

((boot normal=fatload sunxi flash boot 40007fc0® uImage;bootm 40007fcO )

2Rk -

boot partition=boot
boot normal=fatload sunxi flash ${boot partition} 40007fcO uImage;bootm 40007fc0O

RRELUBITIES) boot_partition REER TRERMNRL, TR uboot /T N. uboot R
288 boot_normal FzhBEIA,

XtF recovery FZ, AlIRE boot partition /9 boot I recovery, OTA Vit R4, RFEE
BNt T EENAHA RN E R4 recovery RABIBE N,

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 11
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SIF AB RFEFHER, RIREN boot partition 79 bootA T bootB, OTA iR FE, REEX
Tt T ERNELAZTIIR kernel BIERY,

3.2.9.2 root_partition T=E

EHI— root partition L, ATFIEEERBEM rootfs FIED X,
uboot ZEMP XK, HHILTEREN S XHE cmdline FIEE root S,
flan, 7 env HIRE:

[ root partition=rootfs )

ME50ES uboot RBANXR, HEIRFN rootfs HHKX, RIKHKEINS X A/dev/nandOp4,
N7 cmdline #1EH0 root=/dev/nand0p4.

kernel FBEHZ rootfs BY, BXH root &%, NSHFEZEF/dev/nand0pd 92X,

33F recovery A%, Ft—EI&E root partition } rootfs BIn], ERAFTEM rootfs 53X
EY#3E, M recovery R4ifEA initramfs, TFEM rootfs 73X EEEIERI ] IEFiz1T OTA
%, H, recovery RAHREEH rootfs NiE, EE=1HIA (5 N)rootfs 7 XM, BXNE)
YEFRER env BY root_partition FTLX T

SIF AB RAEFE, ANLE root partition 9 rootfsA ¢ rootfsB, ULEARENERES, OTA
TIRARE, REZAT T SEPELAZITIER rootfs BB,

3.2.10 ECESThHIA

procd-init EFRIABRE 17T,

3.3 OTA &

OTA 87, FEB®E sw-description X, UNRAFIARZ=AINNZNXH, B0 kernel,

rootfs,

B4 OTA 82 cpio &3, BEK sw-description XHEE—1

3.3.1 OTA HRE&HEARN 4. sw-description

sw-description X4 & swupdate EAFER, OTA SKEEAEARNX 4, BEKIBEETESE swup-
date EA XM,

IR © HiB2EREROBIRAR. RE—INF 12
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tina &4 T JLRA:

target/allwinner/dl-nezha/swupdate/sw-description-ab
target/allwinner/dl-nezha/swupdate/sw-description

AXH7E SDK HHNEMBEMEFEERE, RERZITEH#H OTA 89, EME A sw-
description HBREF—XHENE,

3.3.2 OTA 8 EENXH: sw-subimgs.cfg

sw-subimgs.cfg & tina ###8, AFHERNOFER OTA €,

=¥V S W

swota file list=(

#RMEXHFxxxiE M EswupdateBRT, EMEBAYyy, HiByyyiTEEIRENOTAGH
XXX:Yyy

)

swota copy file list=(

#RAEX HFxxxiE M EswupdateBRT, EMEBAYYY, EFRIByyyiTEERENOTAEH
XXX 1YYy

)

swota_copy file list FEMNEREERE, B-EXHKIIRFEH sha256 &, MAREXHR
5, FliNERAZE9S 8BS readback handler Bf, readback handler EERIEHE4EA sha256
BERATFKRIE,

i+

swota file list=(
#¥target/allwinner/d1l-nezha/swupdate/sw-description-ab-sign#E Nl fisw-description, F4REIE,
target/allwinner/dl-nezha/swupdate/sw-description-ab-sign:sw-description
out/${TARGET_BOARD}/uboot . imgstboot

out/${TARGET BOARD}/boot0.img:boot0

out/${TARGET BOARD}/image/boot.fex.gz:kernel.gz

out/${TARGET BOARD}/image/rootfs.fex.gz:rootfs.gz
out/${TARGET_BOARD}/image/rootfs.fex.zst:rootfs.zst

)

tina 27 JLRA:

[ target/allwinner/d1-nezha/swupdate/sw-subimgs.cfg # LERY, recoveryRY, BE
Fko XBHRdemotIE kR4S,
target/allwinner/dl-nezha/swupdate/sw-subimgs-ab.cfg # AABRHS,
target/allwinner/dl-nezha/swupdate/sw-subimgs-secure.cfg # AR E RS,
target/allwinner/dl-nezha/swupdate/sw-subimgs-ab-rdiff.cfg # WHAABER, ENAHZR.
target/allwinner/dl-nezha/swupdate/sw-subimgs-readback.cfg # IEINENEARLE,
target/allwinner/dl-nezha/swupdate/sw-subimgs-sign.cfg # EINTZRK,
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0 B15

Yai d1-nezha 8 ubi /YR, FRLL target/allwinner/d1-nezha/swupdate B R THINXHEA &S YR AEN. HENFRRN
OTA HRXHFE B 5% target/allwinner/generic/swupdate/E RHIS 14

3.3.3 OTA 84 8: swupdate pack swu

7£ build/envsetup.sh F#RET —* swupdate pack swu EK#,

B ASEZKE, BITRM—ETE swupdate ARBRIEA, W] UEREER, FABRW
To

1. &Y sw-descrition X, BEAEERIIEEESZE swupdate 5N,

2. EHW sw-subimgs.cfg X4, EEREE—ITIH—MIERENFREEXH, BIA%,
rootfs &, AILMEAESHMR, FIEN SDK AMXH, EBEATE#H OTA BHNXHRE. B&
EESNEREXHEF. FAEMNT tina 1R ERIEXERFEHTHR, HPE—PBTH sw-

description,
3. WIFFFENFHG, HINERFKHNZ rootfs, recovery Z4%E,

4. }17 swupdate pack swu %% swupdate AHE. RHESHNIT, WSERERETS
% sw-subimgs.cfy, BFEREER OTA B, HFE¥xx 1T, WKEHEEETIFIL sw-
subimgs-xx.cfg, fEFEEELERM OTA .. H9#HIT swupdate pack swu -sign, MEFIK
sw-subimgs-sign.cfg, LA EREZ M FREBEN sw-subimgs-xx.cfgs.

*: RRENEFEAR bootO/uboot FHEEAE, swupate pack swu FE sys config.fex HfY
storage type ECEFRfAEHITRSEE!, A EEIIEMBY boot0.img M uboot.img., EAREIE
& & build/envsetup.sh A swupdate pack swu BISCIL,

3.4 recoveryZ 4t 5 R4

3.4.1 BE&7 XM env

EPXERA, EIN—1 recovery 71X, AFRHF recovery R4
size RIEIEPR recovery RLEHIKA/), BIlRHBE,
download file AL, ER OTA F—FHMEE N—1 recovery R4

LA A LIERE £ download file, HEITBEH ZHI%LRIFLF recovery 4%, —HITEEIE
R, XEEH BT recovery R4, G4 OTA HITIERE, AILIEEARE A recovert &4,
B, BEEEEHARERSA.

£ env HIEE
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boot partition=boot
root partition=rootfs

FEE boot normal &<, M $boot partition T2IEEN D XME RS

3.4.2 EBEEX RS

lunch #%#¥ A =S, make menuconfig, #%_E swupdate,

3.4.3 BCE recovery R4:

RIZEBIMHB recovery RARE, WEHITMERAELLEBRSE, lunch EEAER, N
BX M,

cdevice
cp defconfig defconfig ota

RIELEN4E, make ota menuconfig i%& £ swupdate, ramdisk, recovery E4xEF N ERED
B,

recovery RAENETE ram P, NMRRZESARSTLEBDN, FMUFEHITHE. make
ota_menuconfig, FAHENERE M recovery REFER,

3.4.4 ##& sw-description

dl-nezha ARXEH(TEIEFER:

[target/allwinner/dl-nezha/swupdate/sw-description ]

ABNT, PXHBREER, EXHPREE.

/* BEEBN, KRINEAsoftware = { } */

software =
{
/* hRASHER */
version = "0.1.0";
description = "Firmware update for Tina Project";
/*

* 4MEtag, stable,

* BERHRENX, MEBRA—FRERSEE,
* aI &Y, JERREHEE NLERF R RENE
*/

stable = {

/*
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* NEtag, upgrade recovery,
* LjFAswupdate xxx -e stable,upgrade recoveryBy, FAEILERZELXEZS, 1T {} HWAIEHE,
* BILUEER, JERREHMEE NLERFRT B0 E]
*/
/* upgrade recovery,uboot,bootd® ==> change swu mode,boot partition ==> reboot */
upgrade recovery = {
/* XERRBATEETREF, Fkrecovery®R4:, F4kubootFbootd */
/* upgrade recovery */
images: ( /* IELAimage */
{
filename = "recovery"; /* BEXHR0TAEH M recoveryXf */
volume = "recovery"; /* EEEZ|/dev/by-name/recoveryf&md, XN HmEtinak
It recoverys X */
installed-directly = true; /* FRRAHALK, BIMMEARATEHIAEN, MARET
BETHIABE N, #% S BHMIMIRAMEROM */

+
{

filename = "uboot"; /* EXHE0TAEHRuUboOtXXH */

type = "awuboot"; /* typeXawuboot, Mswupdate=iAA I handlerffibiE */
+
{

filename = "boot0"; /* JRXMHR0TAGFHIbootOX M */

type = "awboot@®"; /* typeljawuboot, Mswupdate=IFRANKAhandlerfiffti® */
h

)i

/* imagefbiBRZE, FEIGE—LERNE, IHRRE */

/* change swu mode to upgrade kernel,boot partition to recovery & reboot*/
bootenv: ( /* %¥bootenv, &fEZubootienv X */

{
/* i&&env:swu_mode=upgrade kernel, XEHNTIZROTAHEE */
name = "swu _mode";
value = "upgrade_kernel";

¥

{

/* i&EBenv:boot partition=recovery, XEATUIAES, TRubootFRBHN
recovery#®4i(kernelfiiFrecoverysX) */
name =/ "boot partition";

value = "recovery";
k
{
/* i&EBenv:swu next=reboot, XEANTIRINBHARS, 1IBRIMNIHAEMrebootatfE */
name,=-'"swu_next";
value = "reboot";
}

/* KRBT AEMER, EAIURBGHATERAR, SMERMAHINAREE fw_setenv/
fw_printenvigfEenv */
/* EE, UENAenv, B—REranfERFBEEAN, FRHMEBIENEBLIRENNER */
);
}i

/*
* WEtag, upgrade kernel,
* YiFMAswupdate xxx -e stable,upgrade kernelBY, FiaUCERZIXERSY, 1T { WMIEHE,
* BEILUEER, JARAREHMEE NLERF R LR,
*/
/* upgrade kernel,rootfs ==> change sw mode */
upgrade _kernel = {
/* upgrade kernel,rootfs */
/* image®psr, FER */
images: (
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{
filename = "kernel";
volume = "boot";
installed-directly = true;
}
{
filename = "rootfs";
volume = "rootfs";
installed-directly = true;
}
);
/* change sw _mode to upgrade usr,change boot partition to boot */
bootenv: (
{
/* ®Benv:swu_mode=upgrade usr, XA TIEROTAHE */
name = "swu mode";
value = "upgrade usr";
I
{

/* &Benv:boot partition=boot, XE2ATHNIRRL, TRubootHhEBNERS(
kernel{iFbootHX) */

name = "boot partition";

value = "boot";

)3
};

/* WEtag, upgrade usr,
YiFMAswupdate xxx -e stable,upgrade usrid, FhATEZELXERS, HiT {} ABIEHE,
AILUMEER, ABMBHEENECRYFRIEREIA] */
/* upgrade ust ==> clean ==> reboot */
upgrade usr = {
/*
* BRR— TS
W
/% upgrade usr */

/% OTAZER, BERMITS */
/* clean swu _param,swu_software,swu mode & reboot */

bootenv: (

{
name.=-"“swu_param";
value = "";

}

{
name = "swu_ software";
value = "";

I

{
name = "swu mode";
value = "";

I

{
name = "swu_ next";
value = "reboot";

}

};
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/* BB F@Emtag, #H#AMMAMERIEN, METRIG. HEMNBINERE—LERE */
/* when not call with -e xxx,XXXx just clean */
bootenv: (
{
name = "swu param';
value = "";
H
{
name = "swu software";
value = "";
I
{
name = "swu mode";
value = "";
}
{
name = "swu_version";
value = "";
}
)5
}
WiRA:

RIS HITRRER. BIFHY:

(1) F4& recovery 23X (recovery), uboot(ubeot), boot0(boot0) . i&E boot partition
79 recovery,

(2) ERB, #HNrecovery &4
(3) FMW#% (kernel) 1 rootfs(rootfs) . ®E boot partition I boot.

(4) ER, #ANERSE, ARTH.

3.4.5 ## sw-subimgs.cfy

HITEZEET tina FIAN:

(target/allwinner/d1-nezha/swupdate/sw-subimgs.cfg )

RBWT, AXHWRZERE, EXHFREE,

swota file list=(
#EV8sw-description, MEIOTAEH,
#HERE—TW A Asw-description, WMRFEXHRIsw-description, BITEMAIN: sw-descriptionffi—XEd
target/allwinner/dl-nezha/swupdate/sw-description
#BX1§boot_initramfs_recovery.img, E#& Arecovery, KEIOTABH, UTER
out/${TARGET BOARD}/boot initramfs recovery.img:recovery
#uboot.imgFboot0.imgEHTswupdate pack swuBtEzhFEDIBEIR, EEEsys config. fexdsy
storage type
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out/${TARGET BOARD}/uboot.img:uboot

#7*: bootOZBEBRINIE, UTXITIERR, HMMER, "IREAHEK
out/${TARGET BOARD}/boot@.img:boot0

out/${TARGET BOARD}/boot.img:kernel

out/${TARGET BOARD}/rootfs.img:rootfs
#TEXTRANBERENEN, BarEERE

#out/${TARGET BOARD}/usr.img:usr

)

WiEA:

ERAITE swupdate ARBFAIFHNZENXHNMUE, XEXHRWIENT out BRT, BEMK
swupdate OTA £,

3.4.6 #i¥ OTA BEFIFENFHRE

%1% kernel # rootfs,

((make )

‘RiF recovery R4,

( swupdate make recovery img )

#%iF uboot,

[muboot ]

18, EFEFHZ bootO/uboot, MEBHNELSE, ITE= boot0 F uboot # N ZE| out BR
T, HXPLIEREHTENR. ERNBEHHETRFMNR, F: NREFZERBIEHD recovery
PXBERGEN, WFEELRIFE recovery R4, BITE,

((pack )

4/ OTA B, RATNERNTE sw-subimgs.cfg, FrURREHFESE,

AR, MRAERBRTERE sw-subimgs.cfg, MREBARERTH, REHFRFIEEESH
d1-nezha T8, MRFZEHALK bootO/uboot, FEALEYF sys config.fex FHY storage type
Z%), swupdate pack swu 7 BEIEFAHEIINIZAY bootO/uboot,

( swupdate pack swu )
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3.4.7 #1117 OTA

3.4.7.1 Hf OTA &

FMIARG, BEHEN

((adb push out/dl-nezha/swupdate/tina-d1l-nezha.swu /mnt/UDISK )

SCPRRZFRRY, BT MFT ML T R4, BiAA swupdate, BRI L EZEE N url 44 swupdate.

3.4.7.2 ifHA swupdate

EHFERRYER swupdate, NIAA:

[swupdate -1 /mnt/UDISK/tina-dl-nezha.swu -e stable,upgrade recovery )

BXFF=EBBHRIBHRE RN TESSF swupdate FiRY-e S5,
BA TR LA R SRBIR A -

[swupdatefcmd.sh -1 /mnt/UDISK/tina-d1l-nezha.swu =e stable,upgrade recovery ]

3.5 AB &% 5250

3.5.1 BEEEZXH env

EPXERF, BEER boot 5 XH rootfs 9X, 9DXZEA bootA F rootfsAs
BXAEN D XEEEN—4, BIFER N2 X, HBEFA bootB # rootfsB.
X#¥ flash PFLTEE A &4 (bootA+rootfsA) 1 B &4 (bootB+rootfsB).

—BRE—NERFIEEZTHD. IO XEKFH bootA # bootB #FIEEHR boot.fex, rootfsA #l
rootfsB #E5ERM rootfs.fexo

£ env R, ERE:

boot partition=bootA
root partition=rootfsA

FEE boot normal §<, M $boot partition TEIEEMN P XME RS
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tina/target/allwinner/d1-nezha/swupdate BERTH env ab.cfg # sys partition ab.fex
& ab RARENXHH demo, IBX 2 PMXHEHIZF tina/device/config/chips/d1/configs/nezha
B, #EMEZEMN env.cfg A sys partiton.fex.

3.5.2 BEEX RS

lunch #%#¥ A%, make menuconfig, #%_E swupdate,

3.5.3 E2& recovery &4t

AB R AEEEFEH recovery 245, TEERBEMEM.

3.5.4 ##& sw-description

XERAEEER:

[ target/allwinner/dl-nezha/swupdate/sw-description-ab ]

RBNT, PXHREEE, EXHPREE,

/* BESN, RINEHNsoftware & { } */

software =
{
/* WRASHER */
version =/"0.1.0";
description = "Firmware update for Tina Project";
/*

* SJMZEtag, stable,
BEFHE N, MREBRA—DFRBAFERE,
Al UMERR, TR BVEHEE NILERF RTS8,

*

*

*/
stable = {

/*
* [NZtag, now A next B,
* YiAMswupdate xxx -e stable,now A next BEY, FSILERIXZS, 1T {} AMENE,
* BEILUEER, ARAREHEE NLERRF R LR,
*/
/* now in systemA, we need to upgrade systemB(bootB, rootfsB) */
now A next B = {
/¥ XEBHRHER, YFRTARY, EEEHBRS, ZIITHNE. RITRETRBEIABRS */
images: ( /* REE{image */
{
filename = "kernel"; /* BEXHE0TABHMkernelXXff */
volume = "bootB"; /* EEZ|/dev/by-name/bootBHmd, XN FmEtina LFAXIR
bootBZ X */
installed-directly = true; /* FRRAHALK, BIMNEARNATEIAEN, MAREST
BTHIRHBEEN, 5% S5AMIMIRAMFEROM */
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+
{
filename = "rootfs"; /* EL, BAErootfs, F&ER */
volume = "rootfsB";
installed-directly = true;
}
{
filename = "uboot"; /* BEXHR0TAEHMubootXH */
type = "awuboot"; /* typefsawuboot, Mswupdate=iAAsIfAThandlerffibiE */
}
{
filename = "boot0"; /* EXHE0TAEHHbootOXXHF */
type = "awboot0"; /* typefsawuboot, Mswupdate=iAME¥ R HhandlerfibiE */
}

);
/* imagefbBRZfE, REKE LIRS, IERES */
bootenv: ( /* %Ibootenv, &fEubootienvirX */
{
/* &Benv:swu mode=upgrade kernel, XZRATIEROTAEE, XFABRLFK, LHET
BEARTR, BT */
name = "swu_mode";
value = "";
+
{
/* i&&Eenv:boot_partition=bootB, XZBATIUHRAL, FRubootfIBMBRS(
kernelfiiFbootB7X) */
name = "boot partition";
value = "bootB";
+
{
/* i&Benv:root_partition=rootfsB, | XEATYNERES, TRubootF=i@Eidcmdline
TR EHBR AN rootfs */

name =/"root partition";
value = "rootfsB";
.
{
/* REBFITIRER, AILUERE */
name =""systemAB next";
value = "B";
N
{
/¥gEenv:swu_next=reboot, XEHNTIRIMNIHAERS, IERINIEIZAMrebootshfE */
name = "swu_ next";
value = "reboot";
h
);
};
/*

* Etag, now B next A,
* YiEMAswupdate xxx -e stable,now B next AR, MSILETIXES, 1T {} AHIENE,
* AILMERR, TARBYEHEE NLERYF RIS ENE]
*/
/* now in systemB, we need to upgrade systemA(bootA, rootfsA) */
now B next A = {

/* XBEEMAERT, BEEEA—H, REABEMT */

images: (
{
filename = "kernel";
volume = "bootA";
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installed-directly = true;

H
{
filename = "rootfs";
volume = "rootfsA";
installed-directly = true;
3
{
filename = "uboot";
type = "awuboot";
}
{
filename = "boot0";
type = "awboot0";
}
)5
bootenv: (
{
name = "swu mode";
value = "";
+
{
name = "boot partition";
value = "bootA";
H
{
name = "root partition";
value = "rootfsA";
+
{
name = "systemAB next®;
value = "A";
¥
{
name = "“swu next";
value = "reboot";
}
)i
18
+
/* HEBLE EEaYtags HAARH L ERIZE, NIEITRIAL. FINEBIABMRE—LRE */
/* when not call with -e xxx,xxx just clean */
bootenv: (
{
name = "swu_param";
value = "";
I
{
name = "swu software";
value = "";
i
{
name = "swu mode";
value = "";
+
{
name = "swu_version";
value = "";
}
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DE

WiEA:
FRIESHIT—RER. BFHN:

(1) #% kernel # rootfs EIF—1MERFKRESX, A4 uboot(uboot), bootO(boot0) , &
B boot partition FIEERS,

(2) ER, #NHRS

3.5.5 ##&H sw-subimgs.cfg

BITEEET tina BN

( target/allwinner/d1-nezha/swupdate/sw-subimgs-ab.cfg )

ABWT, PXHBR IR, EXHFREE.

swota file list=(

#BfFsw-description-ab, Ed@&msw-description, MEIOTAE,

#HERFE—THMAsw-description

target/allwinner/dl-nezha/swupdate/sw-description-ab:sw-description

#BX{Suboot.img, E&HE Auboots KEIOTAER, LUIRER

#uboot.imgFlbootd.imgR M Tswupdate pack swuBTEZEHZEMBEIN, FEEsys config. fexHhH
storage type

out/${TARGET BOARD}/uboot.img:uboot

#X: bootOBEEAMIE, UTXTRIER, HttER, rIREAR

out/${TARGET BOARD}/boot0.img:boot0

out/${TARGET_BOARD}/boot.img:kernel

out/${TARGET_BOARD}/rootfs.img:rootfs

)

WiEA:

&BA¥TE swupdate AREFAENE N XHNAUE, XEXHFSFIENE out BRT, BER
swupdate OTA €,

3.5.6 #wi¥ OTA BEFiFENFiHRE

%1% kernel # rootfs,

((make )

%1% uboot,
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((muboot )

8, BEFEAHLK bootO/uboot, MEHEFLIE, FTESY boot0 #1 uboot #ENE out BR
T, FXLEBREHITER. ERBE G B F M,

((pack )

4/ OTA B, ENENERNZ sw-subimgs-ab.cfg, FrLlEABRRHES-ab,

AE, MRAXRBFRTEA sw-subimgs-ab.cfg, MLELAARER TN, REARESERES
B d1-nezha TH,

( swupdate pack swu -ab )

3.5.7 #1117 OTA
3.5.7.1 H&H OTA &

FMIARG, BEHEN

[adb push out/dl-nezha/swupdate/tina-dl-nezha=ab.swu |/mnt/UDISK ]

KRR RS, AT MAEM ISR T EiEIZsit, BiAM swupdate, BRI LAEZEZ N url 45 swupdate,

3.5.7.2 ¥l AB &4

W  AB REHL RN, LAFETHAIFTARSE, A RERERTEARB D KEHIE.
FITHFIER T A RAKERE B R

FR—: HIZfEA fw printenv EEVFIBT HEIRY boot partition # root partition (&,

3.5.7.3 i#MB swupdate

EERRER swupdate, NER:

YA FARS:
swupdate -i /mnt/UDISK/tina-dl-nezha-ab.swu -e stable,now_ A next B
HEIFBRY:
swupdate -i /mnt/UDISK/tina-dl-nezha-ab.swu -e stable,now B next A

BEXFEAZEBBEIRHEE RN TESY swupdate FIER-e %,
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FA TR LAGE SR BIR Ax :

YA FARSE:
swupdate cmd.sh -i /mnt/UDISK/tina-dl-nezha-ab.swu -e stable,now A next B
St FBRS::
swupdate cmd.sh -i /mnt/UDISK/tina-dl-nezha-ab.swu -e stable,now B next A

3.6 EBhilAs swupdate cmd.sh

Nt AFEHBIEIA?

RABENEEBoHETEEBNIAA swupdate, BolffiEEiEN-e S84 swupdate, FEERIE
HNEHZIARER.

B EERE THERS,
HEARRE, SHSHAAN, WMAMEANSHSD, Bt -e xx,yyy” 8%, BFERSHIR

HREAN env B swu_param TE,

EXHHEY”-e xxx,yyy” B xxx fR1ZE env B swu_software T, yyy REH env B swu_mode

TR
EEO

AEMIETE, BFER.

[swupdate $swu_param -e "$swu software,$swu mode" )

sw-description A LUEIEENE env B9 swu software #l swu mode T2, XM T RHE
RE&#.

SSFFRLARY, AAMERLMZA, EREEMAS, BA swupdate BIA. EEETHIT-c SHH
232,

3.7 R7&S

3.7.1 ERAARN

£ sw-descriptionwen X#H, SEE— I HREASFFFE, 0:

software =
{

version = "1.0.0";
}
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MRFBEAALNOERESS, WAIER -N S8, FANSEARIWIFEHSRIBRES, NRR
FE, WAEE -N 24, RBERAESEIA,

swupdate 2#1TLLE, R OTA 87 sw-descriptionwen XA B MIARZAS /T HaiThkZs
=, WARRFARK.

AR, REL, EFhRES, FEBEX, swupdate KBAMERER S

3.7.2 KIMBIF

Rz FARILUZ B CRIZIEHIFRA S, TRHAS env F, RAFIZE swupate EXREZESHENE,
MR —FKI AR R env WEMBRBSE,

1. MEkIREIRRAS,

BAREE X ISHIHIRASEREM, WNfEIFKRE
B EENXRBFIHRASHRET env 27H, A swu version idso

M7E SDK #, E1E env-x.xcfg  BiFHm—iT:

((swu_version=1.0.0 )

RAUIEThR A 1.0.0, RREHERIHIT fw_printenv &,

LS BMRAM, WERRRE GG env FREE swu _version, JEA swupdate BBTEE
ENFKEBRAS, NE—RFRIGREKRERRE,

A X2 tina BEXH, AN, REFEEXMhRASHMSEEERBNTl, KPR A ARES
SAUEFEERESXH, SiEEFEREXHFRANX G, HEBERBERAMBEANZH#HEIA,
swupdate FKMFEHo

2. 7£ sw-description A, && OTA Sh4ES,

FRBTINRICEER] OTA BB sw-description Y version, /NF@id -N S8ENWRRES,
TR R Fo

software =

{

version = "2.0.0";

HENHIEF IR env FIZE T swu_version=2.0.0, M swupdate cmd.sh B, S EIFREULS
HHEIEA swupdate BIEN-N 2.0.00
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At OTA BHENXT version = “1.0.0”7 , MR ARSFRIBRES, ELFHLR,

EFE OTA B ENXT version = “2.0.0” , M RARFEEERES, TUAER,

EE OTA B8 ENXT version = “3.0.0” , MR ARFEEEIRES, TUAHER,

E: X2 swupdate [REM OTA SRASHN, &2 tina BENXH,

3. BEM&EIRhRAS,

EKAERRASENXTE env #, NMFHL kernel # rootfs PXASEHEEHRAS, EEXENR

envo

BRESEIERTF rootfs ENXXH, MARHIE sw_description FRINXFIEIE, RANEH
rootfs BRIARASTBARAEH 7. BiREERASS IR rootfs HAE T, 88X OTA AHAFHALK rootfs 7
BEF RS,

AIN—M&E version £3& swu_version B env ##E, £ OTA B BEhEHFIRA S,

software =
{
#RTXNOTABHNRE S, AswupdateitBEN, REMEN,
version = "2.0.0";
bootenv: (
{
#RTXDOTABRINRZASS, OTABRS=E AenvH X, BFETROTARHREIESN -NSEHE,
TinaBENXHIS
name = "swu version";
value = "2.0.0";
}
);
}

AR, XAHMMIE, BEMRASHNEEEN env FARES, UESHNEHEBERNRES,
MUK E# sw-description R MUIE, —E&LEM version = xxx NRES, —&4 =
bootenv BRIEFRHMAS, LUFES OTA BHEMNIRES, UKREETE OTA NEAMRES,

4. FENEFIRRAS &L swupdate,

Ra I WimE RZAIER, WA TAIVREHLL swupdate:

swu_version=$(fw printenv -n swu version)

swupdate ... -N $swu version

FEFNARARHIEIEZAEN, MEAXEFARE env PIRAIECE YT swu_version,
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check version para=""

[ x"$swu_version" != x"" ] && {
echo "now version is $swu_version"
check version para="-N $swu version"

}

swupdate ... $check version para

=

MRRERRES, MARE env AIEE swu version, tARE bootenv 5 swu version B
A,

YR sw_description FWRRAES —EHFIF v1.0.0, HEEEEAHRK,

oY

3.8.1 WIL[RIE

OTA B8 &7 sw-decsription XHMEZNEAEMNERE, W kernel; rootfs,

NRFE OTA S ITRERE, NIIARARERTM, ERBIUEED OTA BTFHT
K, ZBEFIETHRIEE D aEN,

AT R ERAI, (swupdate WRIGE D RGN, BN OTA BREIEEEA XM, Bl sw-
description # sw-description.sig, {EHE AN QAL sw-description, ®RIEINIAA
sw-description BI{E, MBAEEAR image 1 sha256 tLE2R{EM,

EEEEBFALH, BEEREESMNMEGERHN sha256 BIEl, FALLAIUEMERLE, THFLHBT
HTEBNE,

3.8.2 Bc&

swupdate ZFHMERERZRIINEE, BEERIFNIEPIININEE,
HF&LeEE, —BFETKE, Nl swupdate FEXEFAERAZTRNEHRIER.

make menuconfig --->
Allwinner --->
<*> swupdate --->
[*] Enable verification of signed images
Signature verification algorithm (RSA PKCS#1.5) --->(EE&IEE, ILALIRSAN

1)

AR, recovery ARG EEXNNFHITEE, B:
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[make ota_menuconfig ---> ... (EEMNLERE) )

3.8.3 ERARG*

£ PC infEATAAE R OTA &,

£/ iRIEA swupdate B, -k SHEANRHA,

3.8.4 #1951k key

Tina #HET—Fa<, ERFINBERN, HIT:

((swupdate init key )

WITEZERRINEBRENBRNHENZEEER:

15/ FhEA/ R5A:
password:tina/target/allwinner/dl-nezha/swupdate/swupdate priv.password
private key:tina/target/allwinner/dl-nezha/swupdate/swupdate priv.pem
public key:tina/target/allwinner/dl-nezha/swupdate/swupdate public.pem
NiAFEN Elbase-filesh, HEMprocd-initHARER

public key:tina/target/allwinner/dl-nezha/base-files/swupdate public.pem

BN HEAELER, AF/EM—Ro

BRERIERAEENEBBETERESR, £RERNAEAFHSRSE build/envsetup.sh #
swupdate init key FISCI:

local password="swupdate";
echo "$password" > swupdate priv.password;

echo "-------mmmme - init priv key ---------mmiiiio o o
openssl genrsa -aes256 -passout file:swupdate priv.password -out swupdate priv.pem;
echo "-----mmmiii o init public key -------------------- o

openssl rsa -in swupdate priv.pem -passin file:swupdate priv.password -out
swupdate public.pem -outform PEM -pubout;

£ MZRAY swupdate init key —f%H%E| tina/target/allwinner//5%&%&/swupdate/ §, Hl
AJ7EHTE OTA B B EfER.

252 HA openssl £/, TAAENE SDK HEEBR, HAEM OTA GFER. R[AKENRE
i, HigFmHIT OTA BHER,

ZINEARKRYE OTA &, BENREZIEANARNTEREIRER OTA &, FEIEX~m
P—REBARZEEDBAFH, HRIELE & RMFHER.

—HASEMTRSRE, EXTPRTEH, HRBECENREENRSBE L, RERBA
EEECEMWRER OTA 8, BEIRME SIBHETAMERAFER~RM OTA
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3.8.5 1B’ sw-description
MEXFrR, 841 image EFEANSKIE sha256, ALEETEAENIERXXHEE sw-
desctiption #RH0 sha256 B4, EE sha256 NEMEINIERK,

BT BERHIXHEAEE sha256 B, 5130 images PEENXH. M bootenv FEHIZESTE
sw-description 8, MFTFE sha256 El4,

BHHif A FEEER OTA 88, F# sha256 H{E. BEFEE sw-description #, FIF
m:

(Shazs6 - exfa )

.

(¢ git diff sw-description
diff --git a/allwinner/d1l-nezha/swupdate/sw-description-sign b/allwinner/dl=nezha/swupdate/
sw-description-ab
index ed04b64..467ac3b 100644
--- a/allwinner/dl-nezha/swupdate/sw-description-ab
+++ b/allwinner/dl-nezha/swupdate/sw-description-ab
@@ -9,14 +9,17 @@ software =

{
filenamé = "recovery"
volume = "recovery";
+ sha256 = "@recovery"
¥y,
{
filename = "uboot"
type = "awuboot";
+ sha256 = "@uboot!
Yo
{
filename = "boot0"
type = "awboot0";
+ sha256 = "@boot0"
)

);
@@ -34,10 +37,12 @@ software

{
filename = "kernel";
volume = "boot";
+ sha256 = "@kernel"
o
{
filename = "rootfs";
volume = "rootfs";
+ sha256 = "@rootfs"
}
);
bootenv: (
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11768 OTA &, MABEH sha256 BE, HERE RUE, Bl OTA 8% M.
EIE

target/allwinner/dl-nezha/swupdate/sw-description-sign
target/allwinner/dl-nezha/swupdate/sw-subimgs-sign.cfg

pE

JAAswupdate pack swu M&{FEMsw-subimgs.cfg, EPBIAEE T EMAsw-descriptionfiR&MIsw-
description,

JAFswupdate pack swu -signM&fEMsw-subimgs-sign.cfg, EFERINEE T EMsw-description-signfiiy
R&Msw-description,

EIXBEIXEEERM D sw-subimgs.cfg, UKsw-subimgs. cfghil{aiEE,

3.8.6 0 sw-description.sig

FTEZW OTA &, BELEMERZ XM sw-description.sig, FHEHEE OTA 8, ZME sw-
description [FHo,

B R4 BEhhIE,

3.8.7 £ OTA &

FERLE, ARSI defconfig MERE, H BohEMEREFMIE,

3.8.8 K AHMERIim

BRIfIARERN key RBSIE, BtENRT. MFFIRE, AIZZWM A

XtF procd-init:

cdevice
mkdir -p ./base-files
cp swupdate public.pem ./base-files/etc/

3.8.9 T/ \WlimiE A

ERERANGSEM E, L -k /etc/swupdate public.pem BIF], 40:

[swupdatefcmd.sh -1 /mnt/UDISK/tina-dl-nezha-sign.swu -k /etc/swupdate public.pem )
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3.9 [X45

swupdate ZFEGRIHEE, BENBRME, HAIXHEF gzip M zstd BMEREEZE.

3.9.1 Bc&

£ gzip ERELERE, A zstd WFEE L

[make menuconfig --> Allwinner ---> <*> swupdate --> [*] Zstd compression support ]

3.9.2 EREHRE

MRHESXRITEESHEshER, WAEEK scripts/pack img.sh, £ functionsdo pack tina()
RE BB G0 _E R 48R Bh1E,

gz %:

gzip -k -f boot.fex

gzip -k -f rootfs.fex

gzip -k -f recovery.fex #WRFEMAABSE, MFEFErecovery

ElzmaiEg:

zstd -k -f boot.fex -TO
zstd -k -f rootfs.fex -TO
zstd -k -f recoyery.fex -TO

F lzma, ERBIFBESREE, TJiEE 0/19 BIHF HFEKR, FHXHEE, #IHEK), 0

zstd -19 -k -f boot.fex -TO
zstd -19 -k -f rootfs.fex -TO
zstd -19 -k -f recovery.fex -TO

MRAFLEESITOEMZFNE, WEBTELER OTA 82h1, FRALAGLSHIETFEREE
%o, R boot.fex, rootfs.fex, recovery.fex £ out/d1-nezha/image/BR T,

3.9.3 sw-subimgs.cfg BB E4E55 %

U rootfs A, KRAKELBRINRA

((out/${TARGET BOARD}/rootfs.img: rootfs )
Bk E4aHY
((out/${TARGET BOARD}/image/rootfs.fex.gz:rootfs.gz )
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=%

[0ut/${TARGET_BOARD}/image/rootfs.fex.zst:rootfs.zst

A ATHEESEHNLE, N EEBREGFTU.gz H.zst EE, EREDTHIHEZNER

2%, FEMEE.

3.9.4 sw-description BE[E4E5514&

A rootfs A, RERAKELERINRA

{
filename = "rootfs";
device = "/dev/by-name/rootfs";
installed-directly = true;
sha256 = "@rootfs";

}I

R

filename = "rootfs.gz";

device = _"/dev/by-name/rootfs?;
installed-directly = true;
sha256 = "@rootfs.gz";
compressed = "zlib";

}I

filename = "rootfs.zst";

device = "/dev/by-name/rootfsB";
installed-directly = true;
sha256.,= "@rootfs.zst";
compressed = "zstd";

3.10 AR OTA

swupdate cmd.sh , BF% swupdate EANEXSE, IREIRE, UKRREHEIR,

3.10.1 #E%

swupdate &7 progress 12, ZEEFSEERIETT, M socket REUEEFE, TENHE

FEBEO.
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BB RSEHILI (£ swupdate JRBIEHEER progress), BITENAPREGHE, BidRE
BEHMARHITIETR

3.10.2 &R

1. AR swupdate BIBHEIIE -p reboot , M swupdate BFFTERS, =TT reboot.

2.swupdate_cmd.sh Z#FN env FHY swu_next TE, RN reboot, NMHAFHIT re-
boot, BJ7E sw-description GBI TE,

3. WRIAA progress BIBHEIN L -r %%, M progress SEKRMEIERTMAE, H1T reboot.

3.10.3 AHFHALRHGI

RERR OTA &EEE) WL, WMTE/mnt/UDISK BR T

PC Imi1T:

[adb push out/dl-nezha/swupdate/tina-dl-nezha-sign.swu /mnt/UDISK )

IMURPIT (R R REEHRES) :

[swupdatefcmd.sh -4 /mnt/UDISK/tina-dl-nezha-sign.swu -e stable,upgrade recovery ]

IIRHAT (R RIS

swupdate cmd.sh -i /mnt/UDISK/tina-dl-nezha-sign.swu -k /etc/swupdate public.pem -e stable,
upgrade_ recovery

3.10.4 WEHALKRRBI

EThARS5 28

cd out/dl-nezha/swupdate/

sudo python -m SimpleHTTPServer 80 #B&I—PIRSER

g ER S, #FHB-d -uxxx, xxx A urle

N (FEERRILARES):

swupdate cmd.sh -d -uhttp://192.168.35.112/tina-d1-nezha-sign.swu -e stable,
upgrade recovery
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5N (R RIS :

swupdate cmd.sh -d -uhttp://192.168.35.112/tina-d1-nezha-sign.swu -k /etc/swupdate public.
pem -e stable,upgrade recovery

A BEREINER, RHEHBMEKMR. OTA KEFLIEEXM,

3.10.5 fEIRALIE

WNfET BT swupdate ALk EE?

1. BB swupdate BYIREHHEHREER S A 0.

2. i%EY env & recovery status. R#E swupdate ETJ‘ X1, swupdate FFIEHITE, =
% E& recovery status=“progress”, ALRTEHRRBEHRXITTE, ARKKKUIEE recov-
ery status="failed”,

3.11 &5

swupdate ZHERIELEMN, TNk EXLEIHEER » AFE RS,

make menuconfig -4->
Allwinner -4~->
<*> swyupdate --->

fign, FHREMEA swupdate RMWLE TE OTA ®RYE, MEDRE

([*]  Enable image downloading )

BUHE,
HFEFH boot0/uboot BYIE, MIF

Image Handlers --->

[*] allwinner boot@/uboot

BHE
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3.12 R

3.12.1 E#AR swupdate

B#1 swupdate cmd.sh TEE/RMEA:
1. BRs, ERE,
2. BERYHM recovery R, EATRFER -e SEELE swupdate,

Hin@E, "lAAER swupdate cmd.sh, FTEHIZEAR swupdate, EEEIMNLEEN-e &
¥, MERHE log.

u:

swupdate -v -i xxx.swu -e stable,boot

swupdate -v -1 xxx.swu -e stable,recovery

3.12.2 FITHUMARS

¥ ER env WERE, BRIVARS, =H boot partition LEITHIRY,
A2, £8/var/lock BREFEEAE,
TIHRRE RS

fw_setenv boot partition boot

reboot

IR recovery £4::

fw_setenv boot partition recovery

reboot

MELFIEE:

(( fw printenv )

3.12.3 ¥E# boot0/uboot

BaiE# boot0, uboot LFRINEERAS— M4 E ota-burnboot 5T, swupdate REE
&E3E, HIEHE ota-burnboot IRIHAITHIEE,
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MREFHEM, H£E2XFITFER ota-burnboot0 xxx F ota-burnuboot xxx BEF IEE E#H. LA
= ota-burnboot BYA#, FE swupdate RYA)#,

3.12.4 &% OTA &

swupdate 89 OTA €, &FE EZE— cpio BN E, HIZFERBEBARN cpio fBEi<EIA,

((cpio -idv < xxx.swu )

3.12.5 K4 OTA &

LT ERARE, =X sw-description FE& 4K sw-description.sig, WERKRIKM, ATLL
£ PC i FIHIET:

£/ RSA B, build/envsetup.sh FIAANHSE:

openssl dgst -sha256 -sign "$priv_key file" $password para "$SWU DIR/sw-description" > "
$SWU DIR/sw-description.sig"

M3 Rz BRI IE R R ap 2

openssl dgst -prverify swupdate privepem -sha256 -signature sw-description.sig sw-
description

RIAWIER R RIER LY

openssl dgst :verify swupdate public.pem -sha256 -signature sw-description.sig sw-
description

3.13 MhtE 5=

3.13.1 AR

—Kms, WAFEHRPNEERN OTA €, i, uboot 1 kernel B log BER, rootfs FIX
HEER.

X7 ENIRA GARSE log BT BB ARG
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3.13.1.1

MNRFEWLEEH, OTA RARBM, FTUE

HEEIE

it £ wifimanager-daemons,

Allwinner
—-> <k> wif
--->

ool

imanager
[*] Enable wifimanager daemon support

<*> wifimanager-daemon-demo...........

.......... Tina wifimanager daemon demo

3.13.1.2

$EH 1MOTAE 1

EFRIE boot, EISSRIFHIBEIER:

( mboot

SIS LIFRIE rootfs:

cd ta
rm -
echo

rget/allwinner/dl-nezha/base-files
f O0TA1l O0TA2
0TA1l > OTAl

BERIFE recovery R4

[ swupdate maKe recovery<img ]
EWRIFITE, BRHRIFHIEIER:
[ mp -j32 ]
4R OTA B 1:
( swupdate pack_swu )
=FEI~=:

cp out/dl-nezha/tina dl-nezha uart0.img tina _dl-nezha uart@ OTAl.img

cp out/dl-nezha/swupdate/tina-dl-nezha.swu tina-dl-nezha OTAL.swu
3.13.1.3 EHMEfH# 2 1 OTA & 2

EHYRIF uboot, EIFHRIFAIEIEH:

[ muboo

t

SIS LAFRIE rootfs:
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cd target/allwinner/dl-nezha/base-files
rm -f OTA1l O0TA2
echo 0TA2 > 0TA2

EHRIF recovery R4

( swupdate make recovery img )
EMRIFITE, BRHFIFEIERM:
( mp -j32 )
4R OTA & 2:
( swupdate pack swu )
CE T/
cp out/dl-nezha/tina_dl-nezha uart0.img tina dl-nezha uart® OTA2.img
cp out/dl-nezha/swupdate/tina-dl-nezha.swu tina-dl-nezha QTA2.swu
3.13.2 EFAAN
FEREE— OTAEMHERGE, PITTLEE EHIT At AREMNE AR
3.13.2.1 ZFALKSH
PC iHHiT:
[adb push out/dl-nezha/swupdate/tina-dl-nezha OTAl.swu /mnt/UDISK ]
NIRRT -
(swupdate cmd.sh -i /mnt/UDISK/tina-dl-nezha OTAL.swu )
3.13.2.2 REHEKFNX
PC im#E 2RSS 88
((sudo python -m SimpleHTTPServer 80 )
IR ER P -
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(wifi connect ap test SSID %3 )
NIRRT -
[swupdatefcmd.sh -d -uhttp://192.168.xxx.xxx/tina-d1-nezha OTAl.swu )

ABR: BriE=BEN, EMEEFR OTA EaMAZNEH. FRERERRE, EERTER
[TV, AUZHEXPIH FHIadk 4R B #o

3.13.2.3 HALIIE

ARIESHITRRER. BF:

(1) F% recovery 43X (boot initramfs recovery.img), uboot(boot package.fex),
bootO(boot0 nand.fex).

(2) &, #HNA\ recovery &%,
(3) #ALAN% (boot, img) F rootfs(rootfs.img).

(4) ER, #ANERSE, ARTM.

3.13.2.4 FIEHE

M log FREYBYEIFN rootfs SR EAFIMT S BRI THIAR A,
fan:

OTA 1:
boot0: [66]HELLO! BOOTO. is stafting Dec 29 2018 16:15:59!

uboot: U-Boot 2018.05-00015-9g5068c23-dirty (Dec 29 2018 - 16:15:41 +0800) Allwinner
Technology

kernel: [ 0.000000] Linux version 4.9.118 (zhuanggqiubin@Exdroid5) (gcc version 6.4.1 (
OpenWrt/Linaro GCC 6.4-2017.11 2017-11) ) #189 SMP Sat Dec 29 08:13:38 UTC 2018 (%, #
NiE#l&cat /proc/version tAJEE)

rootfs: Ls&EEFT , ERERTE—IXH 0TAL

0TA 2:

boot®: [66]HELLO! BOOTO is starting Dec 29 2018 16:17:35!

uboot: U-Boot 2018.05-00015-g5068c23-dirty (Dec 29 2018 - 16:17:17 +0800) Allwinner
Technology

kernel: [ 0.000000] Linux version 4.9.118 (zhuangqiubin@Exdroid5) (gcc version 6.4.1 (
OpenWrt/Linaro GCC 6.4-2017.11 2017-11) ) #190 SMP Sat Dec 29 08:18:33 UTC 2018 (i, #A
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=Hl&cat /proc/version ta[FE))

rootfs: Ls&EET , EREFRTFE—IXH 0TA2

3.14 ARERDX
MREHT DK, HEBXULHE T OTA, NBE:

1. MIAFAZTERED.
2. BHOXXXHMA OTA .
3. WEAHLEMR, £ sw-description FE ¥t It X AIRLIE,

3.14.1 &fa

7£ OTA SF2RERY Al BEIREE, SNRIFEBAIIEEFALR S X mypart , MERBF mypart BEIERF

TR,

EEREFNHTEINRT mypart FMRFHIIX 4 B S m4t 5 OTA,
140 mypart PEREFNZANESR, RANERIABHANEES, BFE6E % OTA,
N EHE &

5190 mypart FEREFNZNA, H OTA FEiEERER, FENVANTERMMMEER T
OTA 8, WEE&ED, BNTEES: OTA, REMELEME T

5140 mypart RERERZ dsp, BEhIZLBEERE dsp RESTERE, WEEED, TN
EBoIER I EMRE OTA, REMEEMET .

RISHXRPEXT :
[partition]

name = mypart
size = 512
downloadfile = "mypart.fex"
user type = 0x8000

X RTE:

[out/dl-nezha/image/mypart.fex )
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NI7E sw-subimg.cfg FEIM—47 CEFEEKE sw-description Zf5, EX sw-description #
TEE—NXMH) , ¥ mypart.fex $3T8E OTA B8/, FE&HH& A mypart:

((out/${TARGET BOARD}/image/mypart.fex:mypart )

£ sw-description FIEINALIMIENE . FIENRILAITEFR rootfs 2fG, AKIZSK:

software =

{
stable = {

upgrade kernel = {

images: (

{
filename = "rootfs";
device = "/dev/by-name/rootfs";
installed-directly = true;

H

{
filename = "mypart";
device = "/dev/by-name/mypart";
installed-directly = true;

}

3.14.3 FEHMN

ARXRPEXFR N OX, IFALIEESR, SHE—MNETEN.

[partition]
name = mypart
size ="512
downloadfile = "mypart.fex"
user_type = 0x8000
[partition]
name = mypart-r
size = 512
downloadfile = "mypart.fex"
user_ type = Ox8000
XAIE:
(out/d1-nezha/image/mypart.fex )

M7E sw-subimg.cfg FEIN—1T CEFEEMEI sw-description 2[5, EH sw-description #
MEE—NXH) , & mypart.fex 8% OTA B4, FEfr& mypart:
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[out/dl-nezha/image/mypart.fex:mypart

)

BRIMOX, WEBFHREERAW—1, AIEEE env PEX—TEE!

[mypartfpartition=mypart

£ mypart BY, EIFEY env Y mypart partition BIERREBFERWEN DX,

7 sw-description #, ENXFEAHLKSXH bootenv, RIEFXRALRIBNREFAMS X,

X RN B,
software =
{
stable = {
upgrade recovery = {
images:
{
filename = "recovery";
volume = "recovery";
installed-directly = true;
+
/* Bfmypart-r, ILEEE, mypartoXEREM */
{
filename = "mypart-r";
volume = "mypart-r";
installed-directly = true;
)
D3
bootenv: (
{
name = "swu mode";
value = "upgrade kernel";
I
{
name = "boot paptition";
value = "recovery";
+
/* REBEX env, & NXBE, BIEhEIrecoverypd XeY, BREMHEmypart-r */
{
name = "mypart partition";
value = "mypart-r";
+
{
name = "swu next";
value = "reboot";
}
);
+
upgrade _kernel = {
images: (
{
filename = "kernel";
volume = "boot";

installed-directly = true;

}I
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{
filename = "rootfs";
volume = "rootfs";
installed-directly = true;
+
/* Efimypart, ItBYEE, mypart- roXEEEMN */
{
filename = "mypart-r";
volume = "mypart";
installed-directly = true;
}
);
bootenv: (
{
name = "swu mode";
value = "upgrade usr";
+
/* &EBEXMenv, B8R TNRE5, BIBHEIESERSY, FHAmypart */
{
name = "mypart partition";
value = "mypart";
o
{
name = "boot partition";
value = "boot";
)
);
I}3

3.15 handler 3%BH

LA B Xt —LE handler &7

B{A8 handler B9B%, 152% swupdate B A XA,

3.15.1 awboot

3.15.1.1 nand

EHEEM handler, BFXEFAEKLE boot0 # uboot, L ESIABIMEAY ota-burnboot

B AR,
BHai&#F nand, ¥ ota-burnboot ¥,
fERAI:

¥%_F handler %i¥F:
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make menuconfig --->
Allwinner --->
<*> swupdate --->
Image Handlers -->
[*] allwinner boot@/uboot

AR, recovery RAEEXNNFHITEE, B:

[make ota_menuconfig ---> ... (EEMULEE)

£ sw-description B35 type BITl:

{

filename = "uboot"; /* EXHRO0TAERBubootXf */

type = "awuboot"; /* typefjawuboot, Mswupdate=IARANKAhandlerfffti® */
Io
{

filename = "boot0"; /* BEXHEOTAERHbootOXH */

type = "awboot0"; /* typefsawuboot, Mswupdate=iAAsIfAThandlerffibiE */
}

3.15.2 readback

BT ZIFE sw-description HFEZE sha256, FEFREEHEIREHITIRE,

—TMNABZRE, /£ AB RAEZARN, KBESERFRERE, UBIAESRENEREY

Y, BYIRARS.

EiE _EXIR handlers

make menuconfig/make ota menuconfig
--> Allwinner
--> swupdate
--> <*>  Allow to _add sha256 hash to each image

make menuconfig/make ota menuconfig
--> Allwinner
--> swupdate
--> Image Handlers
--> [*] readback

3.15.2.1 5fjl

target/allwinner/generic/swupdate/sw-description-readback
target/allwinner/generic/swupdate/sw-subimgs-readback.cfg
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3.15.3 ubi

AT d1-nezha /A ubi
}EH:_F ubi 7‘3_%0

&tk MTD =¥

make menuconfig/make ota_menuconfig
--> swupdate
--> Swupdate Settings
---> General Configuration
---> [*] MTD support

Bi%_EXIM handler:

make menuconfig/make ota menuconfig
--> swupdate
--> Image Handlers
--> [*] ubivol

3.15.3.1 =l

target/allwinner/generic/swupdate/sw-subimgs-ubi.cfg
target/allwinner/generic/swupdate/sw-description-ubi

target/allwinner/d1-nezha/swupdate/H R FTHIX4EBZ1R1E target/allwinner/generic/swupdate/sw-
description-ubi #1 sw-subimgs-ubi.cfg EER ubi Y

3.15.4 rdiff

rdiff handle BFZ28H%K.

FiE X handler:

make menuconfig/make ota menuconfig
--> swupdate
--> Image Handlers
--> [*] rdiff

#EFRABRAS R, NFErecovery®4:, Mimake ota menuconfighVfl &/ A,

IR © HiB2EREROBIRAR. RE—INF 47



@LW/MIER
KRER: W

3.15.4.1 5%

7£ https://librsync.github.io/page rdiff.html #$5H

[rdiff cannot update files in place: the output file must not be the same as the input file. ]

B FRMER, BINAESER/K A0 EfMK Al, FEBRBTETFME A0 M Al, FEReEE
Xt AO #H1TERE.

rdiff does not currently check that the delta is being applied to the correct file. If a
delta is applied to the wrong basis file, the results will be garbage.

AR, MBRFEDENATERNXMG, WSFELTH LM, BRI,

The basis file must allow random access. This means it must be a regular file rather than a
pipe or socket.

X s F5 A inie), EIEEAFREMEBE socket FIREREX o

BEZNFiESZE . https://librsync.github.io/

3.15.4.2 5l

BAERERAERRBNN AB FANAE, ESE.LXH “AB RAHEZEHG",
swupdate NEEEXHIEEE:

target/allwinner/dl-nezha/swupdate/sw-description-ab-rdiff
target/allwinner/dl-nezha/swupdate/sw-subimgs-ab-rdiff.cfg

E D XHRERNER rdiff:

$ rdiff -h

Usage: rdiff [OPTIONS] signature [BASIS [SIGNATURE]]
[OPTIONS] delta SIGNATURE [NEWFILE [DELTA]]
[OPTIONS] patch BASIS [DELTA [NEWFILE]]

tina F{ET—%m<, ATHRERD swu BHERS N FHEEINE DX,
—MBEMNENBERARE, LRTENARSRNEREE,
RIZIBEHSHXIN V1.swu, FHEGIN V2.swu, NEIEER:

( swupdate make delta V1.swu V2.swu )

EMEDX Mo
BRERNED X, BTEMREDH OTA &,
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fBign:

make && pack #ERVIEH
swupdate pack swu -ab #f§Zlout/d1l-nezha/swupdate/tina-dl-nezha-ab.swu
cp out/dl-nezha/swupdate/tina-dl-nezha-ab.swu V1.swu #RFVIHI0TAE

HHIT—EBEL

make && pack  #ERV2EH

swupdate pack swu -ab #§Zlout/dl-nezha/swupdate/tina-dl-nezha-ab.swu
cp out/dl-nezha/swupdate/tina-dl-nezha-ab.swu V2.swu #R7ZV2H0TAE

swupdate make delta V1.swu V2.swu #£EMEDEER
swupdate pack swu -ab-rdiff #%HESOTAE, X—F AT NINERNEDHER

3.15.4.3 FHiHinl&A

ERFAENEBHFRETHEERHIXAR N MARTE ram M rom BIEA.
REMEHITEDARY, FEERRSLENIBRAFESR, MEESE, ERFRERES.
rsync A FFRMER, DA EMRFIEMIRE.

MEEBLZ2NAEER, THRARETERED flash 280 [BRASRERGERT, SN—Bd
BEE, BEEZBXERIRFRE FE208LEMMRG, RN THTERN OTA &,

L EPRHE, S35 flash #AEIHEGZI, BEB flash TEBFEFERINER.
33F recovery AR, RAH:

MOTAEIRENF recoveryS ArecoverypX -->
reboot -->
MOTABIFREUHTkernelE A\bootH X -->
MOTAEIRERF rootfsFékrootfsHX -->
reboot

MEELM:

MOTAEIRE recoveryES 8, HrecoveryR X, £ffirecovery&BEFEIINHRAR -->
MX RGBT recoveryE Arecoverysa X -->
reboot -->

BAREARE, BREXHRFEB K.
T AB AR, RAHY:

MOTABIFREUHTkernelE \bootBo X -->
MOTAEIREXH rootfsEArootfsBOX -->
reboot

MEELM:
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MOTAGIRE kerne l EHE, HEtbootAR KX, &HEMITkernel5 A\bootBSX -->
MOTAE3RER root fsENE, HEHrootfsARX, &HEMFrootfsEAbootBHX -->
reboot

REBRIRMEINI M R

b, EHRETE ram/rom £/, EXEHIERRNDE. EREFERENE, BEKES AB &
SR

3.15.4.4 EIE@
EDEN—THREEET, E2EL4TRIRERPIRALE, MY 2ENIRE, AEFTES
AR,

planhra V1, SeisiA V4, MigErsesF V1, V2, V3, IEFEREEAER, NEE
X3,

EERESHAL, —MERBENEMAREER—TEDE, WEEHE=ZAE72E V1 4,
V2 4, V3_4, #7E OTA BFEHIEMKE RN T inhRds, BEANNNED &,

SRR, RRE—MREERESE V3_4, HEINEE—1TEE. 7T OTA REHMISE
IR AN BimhR s, BRIEE=TRENERED €, BERFUERAER,

REW—h, BEBZNAMEEAINIFIET, X—RFEZEN AN SRR S ir b,

3.15.4.5 L&)
BRIt X8 rdiff AEHAEERGFIRENG], BINA—MRERNHNES €, HEEETH
Lomiz. XF—BHHitE, MaSBWaEZR,

—MAE B NEIEEC readback £/, BIENAESE, EABROXZE, BEHEHE
D KEAEIRE, RIEH sha256 BENETH, REMINAHIRAS, RILKKNERE.

5%

target/allwinner/dl-nezha/swupdate/sw-description-ab-rdiff-sign
target/allwinner/dl-nezha/swupdate/sw-subimgs-ab-rdiff-sign.cfg

Hehi%i0T readback ISR,

B{&#, sw-subimgs-xxx.cfg A LEE swota copy file list, IEE— X4 REME
swupdate B, FTEIIRAN OTA € (swu X)) F, AAEXMIET, RINNEEREA
89 kernel, rootfs FXH4RitHE sha256, EHAFTERHIMANZLEN OTA 84,
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3.15.4.6 IR ubi MECSRIER

swupdate B 7 Br&BE 2 #F rdiff BT ubi H.

B el R RIE Mt B AR S KRS, BIERIT rdiff handler 271, FciARMAEER ubiup-
datevol SJZ— 1B FHKB ubi £ fifo, BE/E rdiff handler BIaligitt fifo H{EEIRE
E, TRFHRLIE ubi &, TERAEMAF, B@IIE 0 WA, Z4RFIEH ubiupdatevol

[e}

BAEAIZZ NI RABVECEMIZA

((target/allwinner/d1-nezha/swupdate )

AIRINARIEEYY AB &4, £ABI:

# WERY, KIBERINEML, i2AV1
make && pack

# HER0TAE, HOTAEMEN 7 XBERIRVIEGHMRE—H
swupdate pack swu -ab
cp out/dl-nezha/swupdate/tina-dl-nezha-ab.swu tina-dl-nezha-ab_V1.swu

# HITER, HIEHV2HRS
make && pack

# E£R0TAR, OTAEMBASXIREREV2EHRIRE—
swupdate pack swu -ab
cp out/dl-nezha/swupdate/tina-dl-nezha-ab.swu, tina-dl-nezha-ab V2.swu

# LAY tina-dl-nezha-ab V2.swu ST IEEBIOTAFLR
# EREMEENED XM
swupdate make delta ./tina-dl-nezha-ab V1.swu ./tina-dl-nezha-ab V2.swu

# BT L —PRIMENXM, £HENOTAR
swupdate pack swu -ab-rdiff
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4.1 Q& A

Q: RGHIMPLEERS AT UFHRAT?

A: kernel # rootfs @] UAAEN, BEATIEBLZSE, FTERAR— recovery KA EM AB
A%, T nand ¥ix, bootO/uboot FEFM, AILUHALK. bootO/uboot WAEKEKEISE K
X4 ota-burnboot 93, ¥FF swupdate AKSE, AILLEITE sw-description FEE
KEE, ARBCHESRDXMXMYE, BESHEFEARPFIEENER, BDENETEEMEHMIR
SN,

Q: RLGHPLEER D BAREARH?

A PERERAAEN, RAARSIHXERRE, BED XK NASEEEETS. BNEEFRNL
TR, A TAREARNDXMENLITE, HIEEAAREENFE. ERFHERSSEBH

&KEY, ERFRARIA
Q: dts/sys config d{AF4K?

A: BIA dts M sys_config, =ER uboot HPELE— bin XH. EItFALL uboot SEF EEFH
&7 uboot+dts/sys confige

Q: BEFRMAL dts?

A: BEiZIAR uboot 4E, FERARAGFIAGNMAEE dts MIZHFE, REMIZISXEER
kernele #fEE—i#2, WRE dts I FHIPX, BAMEERNEE, & dts HEEI OTA &
R, OTA RIEAEIX NS X,

Q: ARIEIELRERG, BRMETRBSRALIERMEFAR?

A MEKFFIEF4R, BIANENX T 1 recovery RZHRASR boot 43X rootfs 79X, MIEFK
boot 3 rootfs iFIZFUTE, EREHIEM boot EMHABAR.
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NEBIARKKKEZEFTEEREO log, NRA{THE/mnt/UDISK/swupdate.log X

5.1 DXEEREXHF/N5IEAIKRK

log AT, #% error By#75, RILLEE recovery D XEEEE S/, FrIREE.

recovery" will not fit volume "recovery"

[ERROR] : SWUPDATE failed [0] ERROR handlers/ubivol handler.c : update volume : 171 : "

@)k 7% 10 tina/device/config/chips/d1/configs/nezha/sys/partition.fex X HI%T R

AXEIARN

5.2 RILKIL

ENBMENMAES, M checksum BiRIET, EAa] L3N X Fhal#E,
fRR7E. EFGIEEDE

WRAFRE © BseEREROERAE. RE—TNF
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E{E =R

WRAXFAE © 2021 HKiEEERHRHDBRATE. RE—TIF,

AN RNBEREERUERP, HEENEKELTRERRGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot
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REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,

WRINFE © HRB2ERRRNERAR. RE—IF 54



